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Ethics-Related Articles

Ethics Issues When Marketing Your Firm Online
Winter 2014
Brooklyn Barrister

attend a relative’s funeral, Sympathetic to her plight, the judge complied. Unfortunately
for the lawyer, she made a stupid mistake: she forgot that she was Facebook friends with
the judge, When the judge checked her news feed she found photos of the lawyer, not
grieving over a loved one, but rather laying out on the beach,

Given how pervasive the Internet is in our daily lives, we can easily forget the ethical
obligations we must consider as | awyers with regard to our online presence, Whether
we're posting updates on Facebook, emailing clients, or blogging about topics in our
practice areas, there are ethieal considerations that must be taken into account,

Your website is considered an advertisement, just like a radio or TV spot, but it may
require more than the traditiona “Attorney Advertising” disclaimers. If your website: a)
contains any expectation about the results your client can expect; b) compares your

should), you need a disclaimer that reads “Prior results do not guarantee a similar
outcomte.” You may want to put this disclaimer on the bottom of your website or on a
separate Disclaimer webpage that s easily accessible,

Think those stock images of smiling businesspeople make your firm seem more
approachabie and professional? Under Rule of Professional Conduct 7.1 (c},an
advertisement cannot contain a fictional portrayal of clients or lawyers without a
disclaimer noting the fictionalization, So, you may want to put this disclaimer on your
site following your “prior results.,.” disclaimer. Because other small businesses don’t
have the ethical obligations attorneys do, web designers and do-it-yourself website
building platforms don’¢ consider the potential issues for lawyers.

atiorney who was appearing before the judge in a case, The attorney posted that he hoped
he was in his [ast day of trial, to which the Judge replied, “You are in your last day of
trial.” The Bureau of Jud ge Conduct on Facebook was not happy about that.

Blogging is a great way to bujld traffic to your firm’s website. It ean demonstrate your
acumen to prospective clients and also help you get better search visibility. As you may
have guessed by now, there are a few ethical considerations when blogging. First, the
content of your blog posts should be primarily to provide information to your readers, It
shouid not be shameless self-promotion. Aside from the fact that you won’t get better

search engine visibility for your website by boasting about recent successes, writing blog
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posts that advertise your firm's greatness is impermissible without an advertising
disclaimer, An advertisement, under Rule 1.0, consists of any communication, the
primary purpose of which being for the retention of the lawyer or law firm, While many
attorneys blog to get more web traffic and ultimately clients, individual blog posts should
not boast about the firm; instead, put that content in your website's News page or
Settlements and Verdicts page.

validation of your abiljtjes. Keep in mind that having members of your firm write
positive reviews about the firm while posing as satisfied clients should be avoided. This
practice, also called astroturfing, is a service offered by some unscrupuious marketing
agencies to help their clients, Last year, New York Attorney General Schneiderman

for their activities. Yelp also sued a San Diego bankruptey law firm for astroturfing, in
violation of several California laws in addition to Yelp’s terms of service,

Remember: No matter whether you or a third-party Internet marketing agency is
engaging in activity online on your firm's behalf, you are ultimately responsible. An
attorney cannot outsource his or her ethical obligations. S0, be aware of what your
marketing agency js doing for your firm online. Knowing is haif the battle!

Some additional tips:

When sending marketing emails, the subject line must include “ATTORNEY
ADVERTISING”

Your website needs to contain your firm name, office address, and phone number
You cannot feature client testimonials from clients on pending matters

You cannot represent that you are the “top” or “pest” attorney on your website, online
advertisements, or even in your website URL
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Ethics Issues in Lawyer PPC Marketing
November 7, 2014
From: JurisPage Blog

This post is an excerpt of our New York Times bestselling nove| - The
Ultimate Guide to Attorney PPC, (that's a joke by the way)

Now that yourre confident you can create 3 PPC campaign, let's turn to
the attorney ethics considerations. Whije every jurisdiction has theijr
own ethical obligations for attorneys to adhere to, this discussion will
be generaily applicable to most attorneys in the United States, Always
check your jurisdiction's specific ethics rules and relevant opinions,

WHAT YOU CAN'T SAY

You can't make any “false or Misleading” statements, including
statements that are unqualifiable, in any advertisement. This includes
your website, your domain (e.g.www.yourfirm.com) and your ads
themseives,

You're not the “top” or “best” attorney in your area. Though “Top injury
lawyer” is a common search phrase, you most likely shouldn't be
advertising towards that keyword. Why? You're only making it so your

factually are impermissible.

This goes not only for the text in your ads but also your domain name
and your webpages, Your homepage can't refer to you as the “Best
Attorney in California” or some other unqualifiable statement.

In Board of Managers of 60 E. 88" 5t. v. Adam Leitman Bailey pC (Sup Ct
NY County Jan, 29 2014), a law firm was advertising that it "gets
results.” Because of this statement, the judge cut the attorney fees by
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nearly half, from $112,000 to $60,000. One line of text on a website
cost an attorney $52,000,

USING STOCK IMAGES

This one is one of my favorites because no one usually thinks about
this one. On websites and landing pages, a lot of firms like to use stock
images. Regardless of whether they're cheesy or not, the people in the
stock images are often portraying attorneys or clients in different
scenes. For example, you may see a stock image on a law firm website
of an injured person in a hospital bed. Since it's not an actual client,
you may have to disclose that the people in the stock images are not
actual clients but actors.

REVIEWS

Some “marketing firms"” offer attorneys the ability to pay for positive
reviews on sites like Yelp and Google+ in order to suggest to
prospective clients that the firm has worked with many satisfied clients
in the past. This tactic, called “astroturfing” is, you guessed it, unethical.
Lawyers may not make false or misleading statements to clients. Even
if your firm uses outside sources to provide you false reviews, you can
get in trouble for it.

Instead, get clients to provide you with positive testimonials. After an
engagement, ask them if they could provide you with a positive
testimonial, one that addresses how attentive and responsive you were
in addition to how effective your representation was (studies show that
clients care most about 1) whether the firm can handle their case
effectively; and 2) how responsive the attorney will be to emails and
calls).
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OUTSOURCING ETHICS

Plain and simple - you can't outsource your ethical responsibilities.
Each attorney is responsible for ensuring that his or her firm complies
with all applicable ethics rules, Many firms use outside internet
marketing agencies, whether they're shops specializing in PPC or
they're attorney d irectory sites like Findlaw, Awo, or Lawyers.com,
When using a third-party to handle your firm's marketing, it is
incumbent upon you to know what is and is not permissible under the
ethics rules of your jurisdiction. If you get called to a grievance
committee hearing, you can't use the defense *| didn't know my
Internet marketing team was doing that.”

If you do outsource your attorney marketing, make sure you have a
conversation with your marketing team to find out what their PPC
strategy is going to entail, and let them know of your professional
obligations and what statements you can or cannot make.
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Internet Legal Ethics: Lawyers, Don't Email the Judge When You're On the Jury
April 8,2014
From: JurisPage Blog

An Atlanta in-house attorney was recently held in contempt, jailed, and
fined for failing to be a cooperative juror in a case, ultimately telling the
judge via an email that she would not rule in favor of the plaintiff,

Sometimes jurors are hostile, sometimes they're indifferent, and
sometimes they just don't want to be there. And then, sometimes
they're licensed attorneys who email the judge saying they're not going
to be unbiased after they're selected to be jurors,

Trouble in this case started when the attorney-juror first refused to
stand to take the oath and be sworn in as a juror, The attorney
eventually swore-in though.

Later that evening, the attorney emailed the judge, saying i cannot be
fair and impartial in this case and as | advised cannot give it my best
efforts.”

"Although you advised work is not an excuse, the fact of the matter is
that [ am the only lawyer at my smail company and have responsibility
for HR and legal,” she wrote, “We are in the midst of contract
discussions with our largest customer which will not be on hold until
this personal injury case is tried. So, | will now have to work in the
evenings on breaks and at night to ‘catch up’ on my work, including
now trying to reschedule a call for our largest customer, representing
29% of the company's business, for 4:00 a.m. to accommodate the trial
and the European attorney’s schedule to hopefully negotiate a contract
our customer wants concluded this week ... all of which | blame on the
plaintiff.

The next day, the judge held a contempt hearing. The judge was
especially annoyed that the attorney-juror appeared to show no
remorse and was generally disdainful toward the court and trial
process. The judge held the attorney in contempt for failing to disciose
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during voir dire that she would be biased against the plaintiff and
because she made the e-mail ex parte communication.

The attorney’s conduct violated Georgia Rules of Professional conduct
for 1) making a false statement at trial; and 2) seeking to influence a
judge by ex parte communication or by engaging in conduct intended
to disrupt a trial.

Although this seems to be a first, it's not the first time a lawyer has
violated legal ethics rules for Internet-related ex parte communications,
In a 2009 case from North Carolina, Matter of Terry, the attorney was
Facebook friends with the judge in a current case. The attorney posted
on Facebook a status update to the effect of, *I hope tomorrow is my
last day of trial,” and the judge replied on Facebook “It is.” In this case
the judge was reprimanded for the ex parte communication.

In another case, Chace v. Loisel, (Fla. Jan. 2014), a judge friend-
requested a /itigant in a divorce case, On advice of counsel, the litigant
did not accept the judge's friend request so as to avoid any issues of ex
parte communications. The judge later entered a retaliatory judgment
(the litigant argued), allegedly attributing most of the marital debt to
said litigant and providing the opposing party with a disproportionately
excessive alimony award. Florida's District Court for the Fifth Circuit
held that the litigant had a well-founded fear of the judge's impartiality
and disqualified the judge.

Readers - make sure you're using the Internet ethically in your practice
of law, and also outside of your practice of law, As lawyers, we are held
to a higher ethical standard in our daily lives. Last but not least, stay in
school and don't do drugs.
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Blogging Legally: Law Firm Blog Ethics Issues in 2014
January 14, 2014
From: JurisPage Blog

Don't be afraid - while the numerous ethical issues surrounding legal
blogs may turn off some attorneys from blogging altogether, we've got
some tips for you to consider when blogging about your practice areas
to help you blog ethically.

LEGAL BLOGS AS
ADVERTISEMENTS

Here'’s an example of when blogging gets unethical - In Hunter v,
Virginia State Bar, a Virginia criminal defense lawyer had a blog where
nearly every blog post was about the firm itself. He wrote about cases
in which he represented the defendant and either won the case,
successfully plea bargained, or had the charges reduced or diminished.
The disciplinary committee observed that the blog was primarily a tool
to market the firm, and did not provide any information on areas of
law. Hunter tried to argue a First Amendment defense, but that didn't
fly. The Bar admonished Hunter.

S0 how do you avoid this ethical issue? Your biog shouldn't mainly be
an advertisement for your firm. Each state bar defines whatis and is
not an "advertisement.” New York's Rules of Professional Conduct, for
example, defines “advertisement” as

Any public or private communication made by or on behalf of a lawyer or
law firm about the lawyer or law firm's services, the primary purpose of
which is for the retention of the lawyer or law firm.

NY RULES OF PROFESSIONAL CONDUCT, RULE 1 O(A)

50, is the "primary purpose” of your blog to get new clients? It's
important to note that you can use a blog incidentally as marketing
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tool, and many attorneys do. Blogging helps attorneys improve the
visibility of their law firm websites in search engine results (SEO!), Many
attorneys provide information that interests prospective clients to
inform them, but also hoping that the prospective client will hire the
firm. As long as the potential marketing is incidental, in that the
“primary purpose” is to inform the public about the law, you may be
within the bounds of ethics. Check your state bar for further
information on what is an “advertisement.”

Also, as a side note, regardless of whether you want to have an ethical
blog or not, no prospective client wants to read a blog about your
firm's case wins. Save that for the press releases / news section of your
law firm website.

On your legal blog, write about your practice areas. If you're an injury
attorney, write about the latest cases (not exclusively your cases
though) and high-profile controversies: educate your audience about
different types of injuries and what proceedings are involved with filing
an injury lawsuit, If you're a trusts and estates lawyer, explain how wills
and trusts work. You'll provide valuable information to the public, and
incidentally you may get some business out of it.

Comment 9 to Rule 7.1 in New York's Rules of Professional Conduct
notes:

Lawyers should encourage and participate in educational and public-
relations programs concerning the legal system, with particular reference
to legal problems that frequently arise. A lawyer's participation in an
educational program is ordinarily not considered to be advertising because
fts primary purpose is to educate and inform rather than to attract clients,

NEW YORK RULES OF PROFESSIONAL CONDUCT, RULE 7.1, CMT. 9

Educating clients about the law in your law blog is OK; bragging about
your firm's win record is not.
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BLOGGING ABOUT CLIENTS

Generally, | say don't do it

Here's your scary case - In re Pershek (2009) - a public defender
mentioned a client in his blog. The attorney tried to anonymize the
client, but did a poor job. Anyone could have figured out who the client
was based on the attorney's description. The attorney ended up getting
suspended from the practice of law and lost his 20+ year job.

If you're dealing with a client's ongoing matter - you should get written
permission to write about it first. Have the client even look over the
blog post and give you the OK to ensure that you won't upset the client.
Even if you're dealing with non-confidential information, it may be
embarrassing to the client and they may not want you to share it about
them.

STOCK PHOTOS / FAIR USE
ON LAW BLOGS

At least in New York, you can't use stock photos that depict lawyers or
clients without disclosing that the people in the image are actors or
models and are not actually lawyers or clients.

Possibly of more concern is the legal liability when bloggers use
copyrighted photos. Important lesson ~ photographers sue. Don't use
their copyrighted photos on your blog without their permission. We're
getting a bit into copyright law here, but if you use someone else's
photo without their permission, you may be violating their rights,
entitling them to damages. Copyright law offers statutory da mages for
registered works (and the big photograph licensors like Getty Images
register all their photos) and photographers are particularly litigious
when it comes to protecting their photos used without permission.
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5o how do you get photos on your blog? Creative Commons images,
Find an image that the copyright-holder allows to be distributed via a
CClicense, attribute the image author in your blog post, and you're
good to go.

You may want to argue - “! used the image, but it's fair use so | can use
it without permission or licensing!” To be blunt, good luck with that,
Fair use is taken on a case-by-case basis. If you get sued you will have
to prove your fair use before a judge, and even if you win you'll end up
having paid more in time and attorney fees than you would have if you
licensed the photo to begin with,

So, avoid litigation with Creative Commons-licensed images on your
legal blog,

Hopefuily with these tips you can get your blog up, running, and
complying with the ethics rules of your jurisdiction.
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Fake Positive Reviews on Yelp and Google+ Violate Ethics Rules, State Laws
September 30,2013
From: JurisPage Blog

If you're trying to get more clients for your law firm website, profiles in
customer review sites like Avvo and Google+ can help. in the modern
age, clients are increasingly using the Internet as a resource to find
their attorneys rather than asking for referrals from friends and
colleagues.

When a prospective client searches for a law firm in Google, the first
organic search results (i.e. not paid advertisements) are the law firms
that are in Google+ and have reviews.

Once your Google+ profile is set up and you need to get positive
reviews, attorneys can be tempted to create fake reviews, ones that
they, employees, or family members created.

First off ~ don't. Check out our article on how to get positive customer
reviews. It's 7 actionable tips for you. It's easy, quick, and safe.

NEW YORK SUES 19 COMPANIES FOR
FAKE REVIEWS

Recently, review sites and state attorneys general have begun to crack
down on fake reviews. New York's attorney general recently filed suit
against 19 companies for providing fake reviews of businesses.

[New York Attorney General Fric Schneiderman] said that 90% of
consumers claim online reviews influence their buying decisions.
Schneiderman cited a Harvard Business Schoo/ study from 20711 that
estimated that a one-star rating increase on Yelp translated to an increase
of 5% to 9% in revenues for a restaurant,

Schneiderman said some so-calfed search engine optimization (SEQ)
companies routinely offered fake reviews as part of their services. When
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Schneiderman’s office called leading SEO companies in New York to request
assistance in combating negative reviews for their fake yoghurt shop,
representatives from some of these companies offered to write fake reviews

DOMINIC RUSHE, THE GUARDIAN

CUSTOMER REVIEW SITE SUES LAW
FIRM

Not only is this practice against many state laws regarding false
advertising, it also violates the terms of service of the reviewing
websites, Yelp, a popular customer review site, recently filed suit
against San Diego-based law firm McMillan Law Group after the firm
had its employees and friends create Yelp accounts to give the firm
positive reviews. The complaint alleges that the firm also traded
positive reviews with other law firms. Yelp's complaint seeks damages
for breach of contract regarding Yelp's terms of service, which, among
other things (inter alia for you law fans out there) prohibit fake reviews,
compensating people for reviews, and trading positive reviews. It also
contains causes of action for intentional interference with contract, and
claims for false advertising and unfair competition under California
law,

ETHICS AND CUSTOMER REVIEW
WEBSITES

That's not all. Bringing it on home, if the fact that lawsuits brought by
review websites and attorneys general weren't enough of a deterrent
for you, fake reviews also likely violate your state’s ethics rules.

Rule 7.2 of the ABA's Model Rules of Professional Conduct (adopted by
many states) prohibits giving “anything of value to a person for
recommending the lawyer's services . . .” Moreover, Rule 7.1 prohibits
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making "a false or misleading communication about the lawyer or the
lawyer's services,”

While attorneys have ethical obligations, they can’t blame their
marketers for unethical conduct, When you hire an SEO firm to do your
search engine marketing, you're hiring an agent. If that agent engages
in false advertising, you're on the hook. So, making sure your SEO
company is acting ethically is paramount (shameful plug here for
JurisPage law firm SEO).

Carolyn Elefant of MyShingle has a great article in which she points out
that while it is “crystal clear that lawyers have an ethical obligation to
avoid deceptive practices in advertising” state ethics boards often lack
the technical savvy and resources to police review sites. S0, the more
significant deterrent for the attorney is not likely going to be a
disciplinary board, but rather a lawsuit with the threat of a $4 million
fine.
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Questions to Ask Before Hiring Your
Law Firm Web Designer

Don't get screwed by your web designer by:

a) getting locked into a long contract for a site that you were promised
would deliver traffic but does nothing for you except cost you
thousands of dollars per month;

b) paying for a poorly designed or poorly performing website; or
c) not having the appropriate legal ethics disclosures for your state,

Here are questions you should ask your law firm website designer
before engaging them to design your firm's new site,

1. Istherea long-term contract?

For your website design (and I'm not talking ongoing marketing / SEQ),
. there should be no contract. The only purpose of a contract is to get
you to continually pay your designer to host and maintain your site. If
they're doing a good job, they shouldn't need to keep you with a
contract.

This is my single biggest point of frustration with the attorney
website design industry. After clients get burned, paying thousands or
tens of thousands of doilars for a site that brings in no clients or traffic
when being promised tons of traffic, they distrust every other web
design agency, making my job much harder.

Certain legal marketing conglomerates lock users into yearly or bi-
yearly contracts on the promise that they will bring in new clients. If
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your web design agency says they will bring in new clients - make
them prove it. It may not happen in Month 1, but if it's not happening
by Month 5 or Month 6, you shouldn't be stuck with them.

Avoid a long-term contract at all costs. i've spoken with too many
attorneys who were promised the world and end up wasting tens of
thousands of dollars on a website that, once the contract is over, isn't
theirs to keep unless they renew for several more thousand dollars.

One caveat: SEO agencies (JurisPage included) usually do have 3-month
minimum contracts. Why? Because with organic search results, you
don't see the fruits of your [abor right away. It takes a few months to
start getting traffic and visibility (Google’s algorithm doesn't trust your
website right away).

2. Who will be hosting the website?

Two elements you need with your website - the design itself, and then
the hosting to have your site online and loading quickly. Many website
design agencies offer hosting as part of a package. Hosting terms can
range from monthly to annually and the range can vary.

If an agency is hosting your site, you should be getting some form of
ongoing support that you'll be paying for. For example, the Heartbleed
bug of earlier this year - if your site was affected your web design
agency should have addressed it.

3. Are you being promised “Page 1 of Google”?

This is a big red flag. If anyone says "we can get your site to the first
page of Google search resuits” for a particular keyword, that's not a
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promise that will likely be kept, There are a lot of factors involved in
SEQ, and some keywords are more competitive than others.

Getting to Page 1 for “New York personal injury lawyer” is a lot harder
than “Tulsa bankruptcy law firm”.

If you're being promised Page 1, is it for a keyword that actually gets
any traffic? “New York injury lawyer” gets more traffic than “Bronx
personal injury law firm”, and it's much harder to rank of Page 1 for
competitive keywords. Getting to Page 1 is great, but only if it's for a
relevant keyword that gets traffic.

4. 1sthe site built on Wordpress?

Wordpress is more than a blogging platform - it powers 20% of ali
websites on the Internet today, including The New York Times, New
Yorker, and Beyonce. More likely than not, your website is built on
Wordpress, and it should be. [t's incredibly search engine-friendly,
extremely customizable, and once your site is live it's easy to add new
pages and content, It's what we use for Jurispage.com and all of our
client sites (and | bet you can't tell Just by one glance that our site is
built with Wordpress).

Your web design firm should be using Wordpress. Not Drupal. Not
Joomla. Not Dreamweaver. Not Squarespace or Wix. Any good web
developer or agency is powered by Wordpress. If your site isn't on
Wordpress, there's a chance that you may not be able to easily export it
in the event you decide that you don't want your web design agency to
continue to host your site,
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5. Isthe site mobile responsive?
Two points:

* Your site should be mobile friendly (responsive, not a second
mobile site)
* Mobile shouldn't be a premium service

First, your site should be mobile-responsive (i.e. your site should fit to
the dimensions of the viewer's browser screen, whether it's a laptop,
desktop, tablet, or smartphone). If there is a separate mobile site (e.g.
"m.your-website,com”), that's not responsive. Separate mobile sites are
not recommended as you can get penalized by Google for having
duplicated content on two sites and see lower visibility in search engine
results,

Mobile shouldn't be a premium because it's easy to make a site mobile-
responsive in Wordpress. It shouldn't require any added labor, That
being said, turning your existing site into a mobile-responsive site is not
easy and if you just want to update your current site, you're often
better off starting from scratch and Just reusing the content.,

o. Who owns the website content?

If the layout / design / content is being created for your firm, you
should own the content. This means that if you do want to take your
site to another host, you should be able to get all of the content, You
shouldn't be “ficensing” the text and layout you're paying for.
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7. Do you have any references?

Want to know if the designer does a good job? Hear from current and
former clients. If they can’t provide any references, it should be a red
flag.

Along with client references, you should be able to see examples of
work the law firm web design agency has. If every website they do looks
the same there probably won't be a lot of unique work going into your
particular site.

8. po you specialize in [aw firm marketing?

Many web design agencies target broadly, others focus on the legal
profession. Why focus? Specialization. Just as you may not want your
probate lawyer working on your patent application, you may not want a
web designer with little familiarity with the legal profession to work on
your law firm's website. Marketing to clients of law firms is different
than marketing local restaurants or small businesses,

9. What do you know about ethics requirements?

Ultimately each attorney is responsible for adhering to the ethics rules
of your state bar, However, it's beneficial to have someone in your
corner who is at least knowledgeable about attorney ethics rules
generally.

10. What kind of analytics data will be available?

How many visitors did you get last month?
How long did they stay on your website?




How many form submissions did you receive?

You should be able to find out the answers to these questions easily,
and on-demand whenever you want. Analytics is easy to set up, so
having this set up for your firm should be no problem.

T1. cani update the site myself?

Using a content management system (CMS) like Wordpress should
allow you to be able to add new posts, pages, and make edits as
needed. Your web designer should not require that they do all of the
posting and design work (either with or without an additional cost), so
that you end up waiting for them to make edits to your site when you
could easily do them on your schedule,

12. will the site be SEO ready?

Your web design firm should add SEO tags to all your pages and submit
your site to Google and Bing, otherwise you may not end up getting
search engine visibility. '

13. How fast will the site load?

Take a look at some of the firm’s portfolio sites. How quickly do they
load? If they load slowly, chances are yours will load slowly also.

If you want to get scientific about it, you can use a tool called the
Pingdom Website Speed Test. Here's an example of a test we ran on
JurisPage. Sites should load in under 3 seconds. Anything between 3
and 4 is acceptable but not great, anything over 4 is unacceptable. You
may want to run the test several times on the same site to get a better
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sense of the true load speed because every now and then you get an
outlier,

14. Do you have call tracking?

Call tracking is an amazing feature that not every web design agency
offers, but it allows you to see how many phone calls you get from your
website, With call tracking you can get data on how many people call
your firm each month after visiting your website. This is an incredibly
strong indicator as to whether you're getting traffic and whether the
traffic you're getting is converting into clients.

15. po you use templates?

Some web design agencies use templates because they make the
website design process inexpensive and less labor-intensive, However,
it doesn’t ensure your website is personalized to your particular
location and practice area,

16. How do your desighs convert visitors into leads?

What elements of your website are actually working to bring in new
clients? If your site is marketing-focused, geared towards getting new
clients to hire your firm (as opposed to just having a website that has
your bio and phone number), what elements of your site are meant to
draw in clients? E.g. Are there contact forms on each page? Is the phone
number highly visible? Does your page copy compel visitors to reach
out to you?
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Conclusion

Hope this helps you when evaluating lawyer website design firms, so
that you know exactly what you're paying for and have some
knowledge on what you can reasonably expect,




NYCLA ETHICS CPINION 745
JULY 2, 2013

ADVISING A CLIENT REGARDING POSTS ON SOCIAL MEDIA. SITES

TOPIC: What advice is appropriate to give a client with respect to existing or proposed postings on
social media sites,

DIGEST: It is the Committee’s opinion that New York attorneys may advise clients as to (1) what
they should/should not post on social media, (2) what existing postings they may or may not
remove, and (3) the particular iroplications of social media posts, subject to the same rules,
COnCeIns, anld principles that apply to giving a client legal advice in other areas including RPC 3.1,
3.3 and 3.4.

RPC: 4.1,4.2,3.1,3.3,34, 8.4,
OPINION:

This opinion provides guidance about how attorneys may advise clients concerning what
may be posted or removed fiom social media websites. It has been estimated that Americans spend
20 percent of their free time on social media (Facebook, Twitter, Friendster, Flickr, LinkedIn, and
the like}. It is commonplace to post travel logs, photographs, streams of consciousness, rants, and
all manner of things on websites so that farmily, friends, or even the public-at-large can peer into
one’s life. Social media enable users to publish information regionally, nationally, and even
globally, '

‘The personal nature of social medie posts implicates considerable privacy concems.
Although all of the major social media outlets have password protections and various levels of
privacy settings, many users are oblivious or indifferent to them, providing an opportunity for
persons with adverse interests to learn even the most intimate information about them. For
example, teenagers and college students commonly post photographs of themselves partying,
binge drinking, indulging in illegal drugs or sexual poses, and the like, The posters may not be
aware, or may not care, that these posts may find their way into the hands of family, potential
employers, school admission officers, romantic contacts, and others. The content of a removed
social media posting may continue to exist, on the poster’s computer, or in cyberspace.

! This opinian is limited to conduct of attameys in connection with civil mattess. Attorneys involved in criminal cases
may have different cthical responsibilities,




That information posted on social media may undermine a litigant’s position has not been
lost on attorneys. Rather than hire investigators to follow claimants with video cameras, personal
injury defendants may seek to locate YouTube videos or Facebook photos that depict a “disabled”
plaintiff engaging in activities that are inconsistent with the claimed injuries. It is now common for
attorneys and their investigators to seek to scour litigants’ social media pages for information and
photographs, Demands for authorizations for access to password-protected portions of an
opposing litigant’s social media sites are becoming routine.

Recent ethics opinions have concluded that accessing a social media page open to all
members of a public network is ethically permissible. New York State Bar Association Eth. Op.
843 (2010); Oregron State Bar Legal Ethics Comm., Op. 2005-164 (finding that accessing an
apposing party’s public website does not violate the ethics rules limiting communications with
adverse parties). The reasoning behind these opinions is that accessing a public site s conceptually
no different from reading a magazine article or purchasing a book written by that adverse party.
Oregon Op. 2005-164 at 453,

But an attorney's ability to access social media information is not unlimited, Attorneys
may not make misrepresentations to obtain information that would otherwise not be obtainable. In
contact with victims, witnesses, or others involved in opposing counsel’s case, attomeys should
avoid misrepresentations, and, in the case of a represented party, obtain the prior consent of the
party’s counsel. New York Rules of Professional Conduct (RPC 4.2). See, NYCBA Eth. Op.,
20102 (2012); NYSBA Eth. Op. 843 Using false or misleading representations to obtain
evidence from a social network website is prohibited, RPC 4.1, 8.4(c).

Social media users may have some expectation of privacy in their posts, depending on the
privacy settings available to them, and their use of those settings. All major social media allow
members to set varying levels of security and “privacy” on their social media pages, There is no
ethical constraint on advising a client to use the highest level of privacy/security settings that is
available, Such settings will prevent adverse counsel from baving direct access to the contents of
the client’s social media pages, requiring adverse counsel to request access through formal
discovery channels, .

A.number of recent cases have considered the extent to which courts may direct litigants to
authorize adverse counsel to access the “private’ portions of their social media postings, While a
comprehensive review of this evolving body of law is beyond the scope of this opinion, the
premise behind such cases is that social media websites may confain materials inconsistent with a
party’s litigation posture, and thus may be used for impeachment. The newest cases turn on
whether the party seeking such disclosure has laid a sufficient foundation that such impeachment
material likely exists or whether the party is engaging in a “fishing axgedition“ and an invasion of
privacy in the hopes of stumbling onto something that may be useful.

?loTapnv. NY.S, Urban Dev. Corp., 102 A.D.3d 620, 958 N.Y.S. 2d 392 (15t Dep’t2013), the First Department held
that a defendant’s contention that Facebook activities “may reveal daily activities that contradict or confiict with
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Given the growing volume of litigation regarding social media discovery, the question
arises whether an attorney may instruct a client who does not have a social media site not to create
one: May an attomey pre-screen what a client posts on a social media site? May an attomey
properly instruct a client to “take down” certain materials from an existing sacial media site?

Preliminarily, we note that an attorney’s obligation to represent clients competently (RPC
1.1) ecould, in some circumstances, give rise to an obli gation to advise clients, within legal and
ethical requirements, concerning what steps to take to miti gate any adverse effects on the clients’
position emanating from the clients’ vse of social media. Thus, an attorney may properly review a
client’s social media pages, and advise the client that certain materials posted on a social media
page may be used against the client for impeachment or similar purposes. Tn advising a client,
attorneys should be mindful of their ethical responsibilities under RPC 3.4. That rule provides that
a lawyer shall not “(a)(1) suppress any evidence that the lawyer or the client has a fegal obligation
to reveal or produce... [nor] (3) conceal or knowingly fail to disclose that which the lawyer is
required by law to reveal.”

Attorneys’ duties not to suppress or conceal evidence involve questions of substantive law
and are therefore outside the purview of an ethics opinion, We do note, however, that applicable
state or federal law may make it an offense to destroy material for the purpose of defeating its
availability in a pending or reasonably foreseeable proceeding, even if no specific request to reveal
or produce evidence has been made. Under principles of substantive law, there may be a duty to
preserve “‘potential evidence” in advance of any request for its discovery. VOOM HD Holdings
LLC v. EchoStar Satellite L.L.C., 93 A.D.3d 33, 939 N.Y.S. 2d 331 (1st Dep’t 2012) (“Once a
party reasonably anticipates litigation, it must, at a minimurn, institute an appropriate [itigation
hold to prevent the routine destruction of electronic data®); QK Healtheare, Tnc.. v. Forest
Laborateries, Inc., 2013 N.Y. Mise, LEXIS 2008; 2013 N.Y. Slip Op, 31028(U) (Sup. Ct. N.Y.
Co., May 8, 2013); RPC 3.4, Comment [2]. Under some circumstances, where litigation is
anticipated, a duty to preserve evidence may arise under substantive law, But provided that such
removal does not violate the substantive law regarding destruction or spoliation of evidence, there
is no ethical bar fo “taking down” such material from social media publications, or prohibiting.a
client’s attorney from advising the client to do so, particularly inasmuch as the substance of the
posting is generally preserved in cyberspace or on the user’s computer,

An attorney also has an ethical obligation not to “bring or defend a proceeding, or assert or
controvert an issue therein, unless there is a basis in law and fact for doing se that is not frivolous.”

plaintifl’s” claim isn't cnough. “Mere possession and ulilization of &« Facebook account s an insuffolent basis to
compel plainliff lo provide access to the account or to have the court conduct an in camera inspection of the account’s
usage. To warmant discovery, defendants must establish a fuctual predicate for their request by identifying relevant
information in plaiatifs Facchook nccount— that is, information that ‘contradicts or conflicts with plaintiff's alleped
restrictions, disabilitics, and losses, and other claims." Also, see, Kreop v. Maldonado, 98 A.D,3d 1289, 95 N.V.S.,
2d 301 {4th Dep’t 2012); Patterson v. Tumer Constr, Co., 88 A.D.3d 617, 931 N.Y.5.2d 311 (15t Dep’t 2011);

McCann v. Harleysville Ins. Co, of N.Y., 78 A.D.3d 1524, 910 N.Y.S. 2d 614 (41h Dep't 2010).
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RPC 3.1(a). Frivolous conduct includes the knowing assertion of “material factual statements that
are false,” RPC 3,1(b)(3). Therefore, if a client’s social media posting reveals to an attorney that
the client’s fawsuit involves the assertion of material false factual statements, and if proper inquiry
of the client does not negate that conclusion, the attorney is ethically prohibited from proffering,
supporting orusing those false statements. See, also, RPC 3.3; 4.1 (“In the course of representing a
client, a Jawyer shall not knowingly make a false statement of fact or law to a third person.™)

Clients are required to testify truthfully at a hearing, deposition, trial, or the like, and a
lawyer may not fail to correct a false statement of material fact or offer or use evidence the lawyer
knows to be false, RPC 3.3(a)(1); 3.4(a)(4). Thus, a client must answer truthfully (subject to the
rules of privilege or other evidentiary objections) if asked whether changes were ever made to a
social media site, and the client’s lawyer must take prompt remedial action in the case of any
known material false testimony on this subject, RPC 3.3 (a)(3).

‘We further conclude that it is permissible for an attorney to review what a client plans to
publish on a social media page in advance of publication, to guide the client appropriately,
including formulating a corporate policy on social media usage. Again, the above ethical rules and
principles apply: An attorney may not direct or facilitate the client’s publishing of false or
misleading information that may be relevant to a claim; an attorney may not participate in the
creation or preservation of evidence when the lawyer knows or it is obvious that the evidence is
false. RPC 3.4(2)(4). However, a lawyer may counsel the witness to publish truthful information
favorable to the lawyers client; discuss the significance and implications of social media posts

(including their content and advisability); advise the client how social media posts may be
received and/or presented by the client’s legal adversaries and advise the client to consider the
posts in that light; discuss the possibility that the legal adversary may obtain access to “private”
social media pages through cowrt orders or compulsory process; review how the factual context of
the posts may affect their perception; review the posts that may be published and those that have
already been published; and discuss possible lines of cross-examination,

CONCLUSION:

Lawyers should comply with their ethical duties in dealing with clients’® social media posts,
The ethical rules and concepts of faitness to opposing counse] and the court, under RPC 3.3 and
3.4, all apply. An attorney may advise clients fo keep their social media privacy settings twrned on,
or maxirnized and may advise clients as to what should or should not be posted on public and/or
private pages, consistent with the principles stated above. Provided that there is no violation of the
rules or substantive Iaw pertaining to the preservation and/or spoliation of evidence, an attorney
may offer advice as to what may be kept on “private” social media pages, and what may be “taken
down” or removed.

* We do not suggest that ail information on Faccbook pages would constitute zdmissible evidence; such
determinotions must be made os a matter of substantive law on a cose by cese basis,
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OBTAINING EVIDENCE
FROM SOCIAL NETWORKING WEBSITES

TOPIC: Lawyers obtaining information from social networking websites,

DIGEST: A lawyer may not attempt fo gain access to a social networking website under
false pretenses, either directly or through an agent.

RULES: 4.1(a), 5.3(c)(1), 8.4(a) & (c)

QUESTION: May a lawyer, either direclly or through an agent, contact an
unrepresented person through a social networking website and request permission to
access her web page to obtaln information for use in litigation?

CPINION

Lawyers increasingly have turned to social networking sites, such as Facebook, Twitter
and YouTube, as potential saurces of evidence for use in litigation.™ In iight of the
Information regularly found on these sites, It is not difficult to envision a matrimonial
matier in which allegations of infidelity may be substantlated in whole or part by
poslings on a Facebaok wall.? Nor is It hard to imagine a copyright infringement case
that turns largely on the postings of certain allegedly pirated videos on YouTube. The
potential availability of helpfut evidence on these internet-based sources makes them an
atractive new weapon in a lawyer's arsenal of formal and informal discovery devices.®
The prevalence of these and other soclal networking websites, and the potential

! Saclal netwarks are intemet-based communilles that indlviduals use to communicale with each other
and view and exchange Informatlon, Including photographs, digital recordings and files. Users create a
profile page with personal information that other users may access online, Users may establish the level
of privacy they wish to employ and may limit those who view thelr profile page to “Irlends” — those who
have specifically sent a computerized request to view thelr profile page which the user has accepted.
Examples of currenlly papular soclal networks include Facebook, Twilter, MySpace and Linkedin.

2 See, e.g.., Stephanle Chen, Dlvorce attarneys catehing cheaters on Faecebook, June 1, 2010,
httprifwvaw.cnn.com/204 UH‘EGH!social.mediafosmﬂfacebouk.divorce.lawersﬁndex.hunl?hphcz.

° See, e.q,, Bass ex rel. Bass v. Miss Porfer's Schaal, No, 3:08cv01807, 2009 Wi 3724968, at *1-2 (D,
Conn. Oct. 27, 2009).




benefits of accessing them to obtain evidence, present ethical challenges for attorneys
navigating these virtual worlds,

In this opinion, we address the narrow question of whether a lawyer, acting either alone
or through an agent such as a private Investigator, may resort to trickery via the internet
to gain access to an otherwise secure social networking page and the potentially helpful
information it holds, In particular, we focus on an attorney's direct or Indirect use of
affirmatively "deceptive” behavior to "friend™ potential wimesses. We do so in light of,
among other things, the Court of Appeals' oft-clted pollcy in favor of informal discovery.
See, e.q., Niesig v. Team I, 76 N.Y.2d 363, 372, 559 N.Y.S.2d 493, 497 (1990) ("[Mhe
Appellate Division's blanket rule closes off avenues of informal discovery of information
that may serve both the litigants and the entire justice system by uncovering relevant
facts, thus promoting the expeditious resolution of disputes.”); Murie!l, Siebert & Co. v.
Intult_Ine., 8 N.Y.3d 506, 511, 836 N.Y.S.2d 527, 530 (2007} (“the importance of
Informal discovery underlies our holding here"). It would be inconsistent with this policy
to flatly prohibit lawyers from engaging in any and all contact with users of social
networking sites. Consistent with the policy, wa conclude that an attorney or her agent
may use her real name and profile to send a “friend request’ to obtain information from
an unrepresented person’s social networking website without afso disclosing the
reasons for making the request.* While there are ethical botndaries to such “friending,”
in_our view they are not crossed when an attomey or investigator uses onfy truthful
information to obtain access to a webslte, subject fo compliance with all other ethical
requirements. See, e.q., id., 8 N.Y.3d at 512, 836 N.Y.8.2d at 530 ("Counse! must still
conform to all applicable ethical standards when conducting such {ex parte] Interviews
fwith opposing party's former employeel.” (citations omitted)).

The potential ethical piifalis associated with social networking sites arise in part from the
informality of communications on the web, in that connection, in seeking access to an
individual's personal information, it may be easier to deceive an individual in the virtual
world than in the real world. For example, if a stranger made an unsoliclted face-to-face
request to a potential witness for permission to enter the witness's home, view the
witness's photographs and video files, learn the withess's relationship status, religlous
views and date of birth, and review the witness's personal diary, the witness almost
certainly would slam the door shut and perhaps even call the paolice.

In contrast, in the “virtual” world, the same stranger is more likely to be able to gain
admission to an individual's personal webpage and have unfeftered access to most, if
not all, of the foregoing Information. Using pubticly-available Information, an aftorney or
her Investigator could easily create a false Facebook profile listing schools, habbies,

* The communlcations of a lawyer and her agents with partias known to be represented by counsel are
govemed by Rule 4.2, which profilbits stch communications unless the prior consent of the party's lawyer
is obtalned or the conduct is authorized by law. N.Y. Profl Conduct R, 4.2. The term “parly” is generally
Interpreted broadly to include “represented witnesses, potential witnesses and others with an Interest or
right at stake, although they are not nomfnal parties.” N.Y. Slale 735 (2001). Cf N.Y. Siaie 843
(2010)(lawyers may access public pages of social networking websites maintained by any person,
including represented parties).
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interests, or other background information likely to be of interest to a targeted wilness.
After creating the profile, the attorney or investigator could use it to make a “friend
request’ falsely poriraying the attomey or investigator as the wilness's long lost
classmate, prospective employer, or friend of a frlend. Many casual social network
users might accept such a “friend request” or even one less tailored io the background
and Interests of the witness, Similarly, an investigator could e-maii a YouTube account
holder, falsely touting a recent digital posting of potential interest as a hook to ask to
subscribe to the account holder's “channel" and view all of her digital postings, By
making the “friend request’ or a request for access to a YouTube “charnel," the
investigator could obtain Instant access to everything the user has posted and will post
in the fufure. In each of these instances, the “virtual" inquiries likely have a much
greater chance of success than if the attorney or investigator made them in person and
faced the prospect of follow-up questions regarding her identity and intentions. The
protocol on-line, however, is more limited both in substance and in practice. Despite the
common sense admonition ot to “open the door” ta strangers, social networking users
often do just that with a click of the mouse,

Under the New York Rules of Professional Conduct (the “Rules"), an attorney and those
in her employ are prohibited from engaging In this type of conduct. The applicable
restriclions are found in Rules 4.1 and 8.4(c). The latter provides that “[a] lawyer or law
firm shall not , . . engage in conduct involving dishonesty, fraud, decejt or
misrepresentation.” N.Y. Profl Conduct R. 8.4(c) (2010). And Rule 4.1 states that "filn
the course of representing a client, a lawyer shall not knowingly make a false statement
of fact or law to a third person.” Id. 4.1, We belleve these Rules are violated whenever
an attorney ‘friends" an individual under false pretenses to obtain evidence from a
soclal networking website,

For purposes of this analysis, it does not matter whether the lawyer employs an agent,
such as an investigator, to engage in the ruse. As provided by Rule 8.4(a), “[a] lawyer
or law firm shall not . . . violate or attempt to violate the Rules of Professional Conduct,
knowingly assist or Induce another to do 80, or do so through the acts of another.” Id.

of a nontawyer employed or retained by or associated with the lawvyer that would be a
violation of these Rules if engaged in by a lawyer, if. . . the lawyer orders or directs the
specific conduct or, with knowledge of the spacific conduct, ratifies it , , . ."),

We are aware of ethies opinions that find that daception may be psrmissible in rare
instances when it appears that no other option Is available to obtain key evidenca. See
N.Y. County 737 (2007) (requiring, for use of dissemblance, that "the evidence soughtis
not reasonably and readily obtainable through other lawful means”); see also ABCNY
Formal Op. 2003-02 (justifying limited use of undisclosed taping of telephone

be available if lawyer disclosed taping). Whatever the utility and ethical grounding of
these limited exceptlons — a question we do not address here — they are, at least In
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most situations, inapplicable to social networking websites, Because non-deceptive
means of communication ordinarily are available to obtain information on a social
networking page — through ordinary discovery of the targeted individual or of the social
networking sites themselves - trickery cannot be justified as a necessary last resort.®
For this reason we conclude that lawyers may not use or cause others to use deception
in this context.

Rather than engage in ‘“trickery," lawyers can — and should - seek information
maintained on social nefworking sites, such as Facebook, by availing themselves of
informal discovery, such as the truthful “friending” of unrepresented partles, or by using
formal discovery devices such as subpoenas directed to non-parties in possession of
information maintained on an individual's social networking page. Glven the availability
of these legitimale discovery methods, there is and can be no justification for permitting
the use of deception to obtain the information from a witness or-line.®

Accardingly, a lawyer may not use deception fo access information from a social

networking webpage. Rather, a [awyer should rely on the Informal and formal discavery
procedures sanctioned by the ethical rules and case law to obtain relevant evidence.

September 2010

8 Although a question of law beyond the scape of our reach, the Stored Communlcations Act, 18 U.S.C. §
2707(a)(1) et seq, and the Electronlc Communications Privacy Act, 18 U.S.C. § 2510 et sen., among
others, ralse questions as to whether certaln Information Is discoverable directly from third-parly service
providers such as Facebook. Counsel, of cotrse, must ensure that her contemplaled discovery comports
with appllcable law,

® While we recognize the imporiance of informal discavery, we believe a lawyer or her agent crosses an
ethical line when she falsely Idenfifies herself In a *friend request’, Sen, e.4., Nlesig v. Team |, 76 N.Y.2d
363, 376, 559 N.Y.S.2d 493, 499 (1980) (parmiting ex parle communicalions wilh ceraln employees);
Muriel Siebert, 8 N.Y.3d at 511, 838 N.Y.S.2d at 530 ("[T]he impartance of Informal discovery underlle]s]
our holding here ihat, so lony as measures are faken o steer clear of privileged or confidentlial
Information, adversary counsel may conduct ex parte interviews of an opposing party's former
employee.”).
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- obtath information that might be useful for impeaching the witness at trial. The witness's Facebook
and MySpace pages were not generally accassible to the public, but rather were accessible only with
the witness's permission {i.e,, only when the witness allowed someone to "friend* her). The inquiring
lawyer proposed to have the third party “friend" the witness to access the witness's Facebook and
MySpace accounts and provide truthful information about the third party, but conceal the assoctation
with the lawyer and the real purpose behind "friending” the witness {obtaining potential
impeachment material).

4. The Philadelphia Professlonal Guidance Committee, applying the Pennsylvania Rules of
Profassional Conduct, concluded that the inquiring lawyer could not ethically engage in the proposed
conduct. The lawyer's intention to have a third party "friend" the unrepresented witness implicated
Pennsylvania Rule 8.4{(c} (which, like New York's Rule 8.4(c), prohibits a lawyer from engaging in
conduct involving "dishonesty, fraud, decelt or misrepresentation"); Pennsylvania Rule 5.3(c}(1)
(which, like New York's Rule 5.3{b){1), holds a lawyer responsibla for the conduct of a nonlawyer
employed by the lawyer if the lawyer directs, or with knowledge ratifies, conduct that would violate
the Rules if engaged in by the lawyer); and Pennsylvania Rule 4.1 {which, similar to New York's Rule
4.1, prohibits a lawyer from making a false statement of fact or law to a third person). Specifically,
the Philadelphia Committee determined that the proposed *friending” by a third party would
constitute deception in violation of Rules 8.4 and 4.1, and would constitute a supervisory violation
under Rule 5.3 because the third party would omit a material fact (Le,, that the third party would be
seeking access to the witness's social networking pages solely to obtain information for the lawyer to
use in the pending lawsuit).

.5, Here, In contrast, the Facehook and MySpace sites the lawyer wishes to view are accessihble
to all members of the netwark. New York's Rule 8.4 would not be implicated because the lawyer is
not engagling in deceptlon by accessing a public website that is available to anyone In the network,
provided that the lawyer does not employ decaption in any other way (including, for example,
employlng deception to become a member of the network), Obtaining Information abeut a party
avallable in the Facebook ar MySpace profile is similar to obtaining information that is available in
publicly. accessible onlina or print media, or through a subscription research service such as Nexis or
Factiva, and that is plainly permitted.f11 Accordingly, we conclude that the lawyer may ethically view
and access the Facebook and MySpace profiles of a party otherthan the lawyer's client in litigation as
long as the party's profile is available to all members in the network and the lawyer neither "friends"
the other party nor directs someone else to do so.

CONCLUSION

6. A lawyer who represents a client in a panding litigation, and who has access to the Facebook
or MySpace network used by another party in litigation, may access and review the puhlic social
network pages of that party to search for potentlal impeachment material. As long as the lawyer
does not "friend” the other party or direct a third persan to do so, accessing the social network
pages of the party will not violate Rule 8.4 {prohibiting deceptive or misleading conduct), Rule 4.1
{prohibiting false statements of fact or law), or Rule 5.3{b){1) (imposing responsibility on lawyers for
unethical conduct by nonlawyers acting at their direction).
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[110ne of sever! key distinctions between the scenario discussed fn the Philadelphia apinion and this opinfon Isthat the Bhiladelphia
apinion coneemed #n warepresented witness, wheress our opinfon concems a parfy - and this party may or may not be represented by
counse] in the Iitigation, Ifa Jawyer atiempts to *frizpd" a reprecenfedparty in a pending lilipation, then the lnwyer's conduet s govented
by Rufe 4.2 (the "no-contacl” rule}, which prohibits o lawyer from communieating with the represented party about the subject of the
scpresentalion absent prior consent from the represented party's lnwyer.  IF the Inwyer ntiempts to "frlend” an unrepresentedparty, thes the
Iawyer's conduet is poverned by Rule 4.3, which prohibits a Iawyer from staling or implying that he or ske Is distateresied, requires the
Iawyer to eorrect any misunderstonding as to the fawyer's role, and prohibits the lawyer from piving legol advice ather than the advice ta
seciire counsel il the other pardy's Infecests are likely to conflict with those of the lawyer'selient,  Ourapinjon docs not address these
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Order, Supreme Court, New York County (Lucy Billings,
3.}, cntered March 19, 2014, which, to the extent appealed
fror as limited by (he briefs, mranlcd defendant's molion
to compel to the ¢xtent of directing plaintiff to produce all
phatographs of plaintiff privately posted on Facebook prior
to the accldent at jssue that she intends to intradues at trinl,
all photographs of plaintiff privately posted on Facebook
after the sceident thal do not show nudily or romantic
encouaters, and authorizations fordefendant to obtain records
from Facehaok shawing ench time plaintiff posted o private
moessage after the aceident and the number of characters
or words in those messages, modified, on the law and the
faets, to vacate those portions of the order direcling plaintiff
to produce photographs of hersclf posted to Facebook after
the accident that she does not intend (o intreduce at tdal,
and authorizations related to plaintiff's private Faccbook
messages, and otherwise affirmed, without costs.

In this petsonal injury nction, plainliff alleges that while
riding one of defendant's horses, the stirrup leather aftached
to the saddle broke, causing her to lose her balance and fill
to the ground, Plaintiff claims that defendant was negligent
because, inter alin, lie failed to properly prepare the liorse for
riding, and ncglected to maintain and inspect the equipment.
Plaintiff alleges that the sceident resolted in cognitive and

physical injurics that hieve limited her ability to participate in
social and recreational activitics. At her deposition, plainliff
testified that she meinteined and posted toa Facebook nccount
priorto the accident, but deactivated the account at some point
ofter,

Defendant songht un order compelling plnintiff to provide an
unlimited aulhorization to obtain records from her Facebook
account, including all photographs, status updates and instant
messages. The motion court granted the motion to the exteat
of directing plaintiffto praduce: (a) all photopraphs of herself
privately posted an Facebook priar to the accident that she
intends to intraduce at (rial; (b) all phatopraphs of herself
privalely posted on Faccbook efier the aceident that do not
show nudity or romantic encounters; and (¢) suthorizations
for Faccbook records showing cach time plaintiff' posted
@ private message after the accident and the number of
characters or words in those messages. Plaintiff now appeals,

CPLR 3101(a) provides that “{t]kere shall be full disclosure of
all matiermatecizl and necessary in the proseeution or defense
of an action,” In determining whether the information sought
is subject to discovery, “[tlhe test is one of usefulness and
reason® (dilen v Crowell-Collier Publ. Co,, 21 NY2d 403,
406 [1968]). * It is Incumbent on the porty secking diselosure
to demonstrate that the method of discovery sought will
result in the disclosure of relevant evidence or is reasonably
caleulated to fead to the discovery of information bearing
on the claims™ (Vpas v Campbell, 4 AD3d 417, 418 [2d
Dept 2004], quoling Crazytown Furniture v Broaklyn Union
Gas Co., 150 AD2d 420, 421 [2d Dept 1989); see also
GS Plasticas Limitada v Burean Veritas Consunter Prods.
Servs,, Inc., 112 AD3d 539, 540 [1st Dept 2013] [sufficlent
factual predicate required for discovery demands]; Sexter v
Kimmelnan, Sexter, Warmfiash & Leitner, 277 AD2d 186
[1st Dept 2000]). Discovery demunds nre improper if they
are based *2 upon * hypothetical speculations ealoulated to
Justify a fishing expedition™ (Budane v Gurdon, 97 AD3d
487, 499 [1st Dept 2012], quoting Manlep v New York Clty
Hous., Auth., 190 AD2d 600, 601 (1st Dept 1993]).

This Court Iias consistently applied these settled principles
in the context of discavery requests secking a party's social
medin information. For example, in Tapp v New York State
Urban Dev. Corp. (102 AD3d 620 [Ist Dept 2013]), we
denied the defendunts' request for an authorization for the
plaintiffs Facebook records, concluding that the mere fact '
that the plaintiff used Facebook was an insufficient basis to
provide the defendont with access to Lthe account. Likewise, in
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Peclly v Titan Capital Group, LLC (113 AD3d 526 [1st Dept
2014}, we concluded that vague and generalized assertions
thot information in the plaintiffs social media sites might
contradict the plaintifl's claims of cmotional distress were not
a proper basis for disclosure (see also dbrams v Peclle {83
AD3d 527 [1st Dept 20117 [refecting the defendant’s demand
for access to the phuinlifPs social networking sites because
tliere was no showing that information in those accounts
would lead to relevant evidence bearing on the plaintiff's
claims]}.

Other Departments of the Appellate Division, consistent
with well-csinblished case law governing disclosuce, have
required some threshold showing before allowing access
to a parly's private social media jnformation {see eg.
Richards v Hertz Carp., 100 AD3d 728, 730731 [24 Dept
2012] [striking demand for Facebook information of one
of the plaintiffs because there was no showing that the
disclosure of that material would result in disclosure of
relevant cvidence or would be reasonably calculated to
lead to discovery of information bearing on the claim];
McCann v Harlepsville Ins. Co, of N.Y., 78 AD3d 1524,
1525 [4th Dept 2010] {denying authorization for the plaintiffs
Facebook information where the defendant failed to establish
R fuctual predicate of relevancy, and characterizing the
request as “a fishing expedition . . . based on the mere
hope of finding relevant evidence] [internal quotalion
marks omilted)}.Guided by these principles, we conclude
that defendant hos failed to establish entitlement to ejther
pleintill’s private Faccbook photographs, or information
sbout the times and length of plaintiff's private Facebaok
messages, The fmct (hat plaintiff had previously used
Faccbook to post pictures of herself or o send messages
is insufficient to warrant discovery of this information (see
Tapp, 102 AD3d at 620 [the pleintiff's mere utilization of
a Facebook account is not erough)). Likewise, defendant’s
speeulation that the requested information might be relevant
to rebut plaintiff's claims of injury or disability is not a
proper basis for requiring access o plaintifi’s Facebook
account (see &d. at 621 [the defendants’ argument that the
plaintiffs Facebook postings might revenl daily activities
that contradict claims of disability is “nothing more thon
a request for permission to conduct a fishing expedition™]
[internal quotation marks omitled]; Pecile, 113 AD3d at 527
[vague and generalized asserdions that the information sought
might conflict with the plaintiff's claims of emotional distress

insufficient]), 1

However, in accordunce with standard pretrial procedures,
plaintiff must provide defendant with all photographs of
herselfposted on Facebook, eitherbefore oraftertheaceident,
that she intends to use at trinl, Plointff concedes that she
cannot use these phetographs at trinl without having first
disctosed them lo defendant,

We disagree with the dissent’s posiion that we should
reconsider the well-seitled body of case law, from both this
Court and other Departments, goveming the diselosure of
socinl media information. Both parties licre apree with the
geners] legal principles set forth in the existing case law and
differ only as to the application of those principles to the
specific facts of this case. Neither party asks us to revisit
our conirolling precedent, end the doctrne of stare decisis
requires us to adhere to our prior declsions (see *3 People
v Aarons, 305 AD2d 45, 56 [Ist Dept 2003] [“stare decisis
stands as a check on a court’s templalion to overrule recent
precedent, Only compelling circumstances shauld require us
to depart ffom this doctrine™), affd 2 NY3d 547 [2004)).
Although we agree with the dissent that social media is
constantly evolving, there is no reason to alter the exisling
Jegel framework simply because the potential exists that new
social nelwork practices may surface. Furthermore, there is
no dispute that the features of Faccbook at issuc here (..,
the ability to post photographs and send messages) have been
around for mony years,

Contrary to the dissent's view, this Court's prior decisions do
not stand for the proposition that different discovery miles
exist for social media information, The discovery standard
we have applied in the social media context is the same ns
in all other situations — a pacty must be able to demonstmte
that the informalion sought is likely to result in the disclosure
of relevant information bearing on the claims (see e.g. GS
Plasticos Limitada, 112 AD3d gt 540; Budano, 97 AD3d
at 499; Sexter, 217 AD2d at 187; Manley, 190 AD2d at
601), This threshold factual predicate, or “‘reasoned basis” in
thie words of {he dissent, stands as a chieck egainst pariies
conducting “fishing cxpeditions™ based on mere speculation
(see Devare v Pfizer Inc., 58 AD3d 138, 144 [1st Dept 2008],
v denied 12 NY3d 703 [2009] [partics cannot use discovery
“as a fishing cxpedition when they cannot set forth o reliable
factual basis for what smounts to, at best, mere suspicions™]).

Althaugh we agree with the dissent that the discovery
standard is the same regardless of wheiker the information '
requested is contained in social media accounts or elsewvhere,
we disagree with the dissent's annlysis as to how that standard
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should work in the personal injury context, According
to the dissent, “[i]f a plaintiff claims to be physically
unable to engage in activities due to the defendant's alieged
negligence, posted information, including photographs and
the various forms of communications (such as status updates
and messages) that establish or illustrote the plointiff's former
or cutrent activities or abilitics will be discoverable,” This
view, however, is contrary to our esiablished precedent
holding etherwise (see Pecile v Titan, 113 AD3d at 526;
Tapp, 102 AD3d at 620; Abrams, 83 AD3d at 527). We
are bound by principles of starc decisis te follow this prior
precedent, particularly here where no party asks us to revisit
it, and we believe that this precedent resulls in the correct
oulcome here,

Taken to its logical conclusion, the dissent's position would
allow for discovery of all photographs of a personal injury
plaintiff after the necident, whether stored on social media,
a ccil phone or a camera, or located in a phota album
or filo cabinet. Likewise, it would requite production of
all communications about the plaintifPs activities that exist
not only on soclal mediz, but in diares, leters, text
messages and emails, Allowing the unbridled disclosure
of such information, based merefy on speculation that
some relevant information might be found, is the very
type of “fishing cxpedition™ that cannot be countenenced,
Contrary to the dissenl's view, there is no analogy between
the defense lifipation tool of survcillance video and the
wholesale discovery of private social media information. The
survejllance of o personal injury plaintiffin public ploces is o
far cry from trying to uncover a person's privote saciel media
postings in the absence of eny factual predicate,

The question of whether a cotirt should conduct an fn camera
revlew of social medin information is not presented on
this appeal. The court below did not erder an in camera
review, nor do the partics on appeal request any such relief,
Further, the dissent is mistaken that our prior decisions in
this area require a courl to conduct =n in camera review
in afl eircumstances where & sufficient factual predicate s
established, ‘The decision whether to order an in camera
review resis in the sound discretion of the trisl court, or in this
Court's discrelion if we choose to exerelse it (see Gottlieh v
Northriver Trading Co, LLC, 106 AD3d 580 [st Dept 2013];
Horizon Asset Mgt, Jne, v Dyffy, 82 AD3d 442, 443 [lst
Dept 20113). The cases cited by the dissent in which an in
camera review was direeled stand simply for the proposition
that those courts, in their discretion, believed that such review
was nppropricic.

Finally, plaintiff's claim that the motion court emred in

sun sponte ordering a physical and psychologieal examinntion
of her is based on a misreading of the court's decision, As
defendent acknowledges, the court did not grant such relicf,
but merely referenced the previously scheduled examination
discussed at oral argument,

All concur except Acosta, J.P., and Soxe, J,, whe dissent ina
memorandum by Saxe, J,, a5 follows:

SAXE, J, {dissenting)

This oppenl, conceming whether defendant is entitled
to disclosure of information that plaintiff posted on
the nonpublic portion of her Facebook page before she
deactivated her account, prompls me to sugpest that we
reconsider this Courl’s recent decisions on the subject (see
e.g. Patterson v Turner Constr. Co., 88 AD3d 617 [1st Dept
2011); Tapp v New York State Urban Dev. Corp., 102 AD3d
620 [1st Dept 2013); Spearin v Linmar, L2, 129 AD3d 528
[1st Dept 20157). There are two aspecls of these previous
ntlings that are problematio; first, the showing necessary to
oblain discovery of relevant information posted on Facebook
or ather social networking sites, and second, the pracedura
requiring that once o threshold showing is made, the tdal
courtmust conduct an in camera review of the posted contents
in ench case 1o ensure that the defendant's nccess 3s limited
to relevant information. Tn view of how recenlly our initial
mulings on the subject were issued, it makes sense to revisit
those initial rulings sooner rather than later; in any cvent, the
topleis too new to warrent rigid adherence at this time to our
injtial mlings under the doctrine of stare decisis,

Faels

Plaintiff Kelly Forman alleges that she was injured on
June 20, 2011 while visiting defendant Mark Henkin in
Westhampton. The two were on what was to be a {eisurely
horseback ride, when plaintiff fell off of the animal, allegedly
due to negligence on the part of Henkin and his employees
in failing to comectly tack up the saddle and providing faulty
equipment. Plaintiff alleges serfous and debilitating injuries,
including traumntic brain injury and spinal injuries, causing
cognitive deficits, memory loss, inability to concentrate,
difficulty in communicating, and soclal isolation, severcly «
reslyicting her daily life. Approximetely five months later, she
commenced this nction,
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In a written statement plaintiff provided to defendant at her
deposition, she described the nature of her claimed physieal,
rmental and psycliological injurics. Among the assertions she
made was that after the eceident, her “social network went
from huge to nothing." At her deposition, plaintiff testified
that before the accident she had meintained a Facebook page
and had posted photographs showing her doing fin thinps, but
that she deactivated her Facebook page some months afler the
aecident (and after the commencement of this action), some
time between Junc and August of 2012. She said that due to
her current difficulties with memory, she could not recall the
exact nature or extent of her Facebook activity from the time
of the aceident until she deactivated the acconnt.

Defendant demanded an aulliorizalion to obtain plaintiffs
Faccbaok records, unlimited in tims and scope, When the
issuc was raised by motion, defendant argued that the
requested material was necessary for his defense, as it wes
relevant ta the issuc of plaintiff's credibility, Plointiffopposed
the motion, arpuing that delendant had not shiown that the
material requested was reasonably ealculated to result in the
disclosure ofrelevantevidence, orwas materisl and necessary
to the dofense of the claims, but that rather, defendsnt
was only speculeting that materials posted in her Facebook
account after the ncoldent contained such cvidence,

The cour ditected disclosure of any phatographs posted
after the accident whick do not depiet nudity or romantic
encounters, along with any photographs posted before the
accident that plaintiff intends to use ot trisl, o5 well as any
private Facebook messages plaintiff sent after the aceident,
redacted so that the only information provided is the amount
of characters and the time at which (he message was seat,
On plaintiff's appeal, the majority concludes that the direction
for the disclosure of photopraphs and information about
private messages must be vacaled, in the abscnce of 2 fectual
predicate that contradicts or conflicts with plaintiff's claims,
We disagree with that approach to the subject, although it
comports wilh our current case law,

Discussion

A few basic concepls about Facebook must be understaod
for this discussion (see generally hltp:/ivww.facebook com/
help faccessed July 21, 2015)), Every person who subscribes
to Facebnok hos & “public page” containing information
that the subseriber allows to *4 be viewed by the gencrl
public, whichmay include conlent such as photographs, status
updates, or shared Iiaks, Boch subscriber may choose (o

mtke each picce of posted content publicly available, or may
limit the posted content so that it can only be viewed by
z moro limited group, such as the individuals identified by
the subseriber as “friends,” or & customized list of people.
Subscribers can also use Faeebook to send messages to other
subseribers in a manner similar to text messeging. Those
messages will not be visible to apyone nat involved in them,

If o subscriber opts to deactivate his or her Facebuok
page, that person’s page is no longier viewable, However,
deactivating one's Facebook page does not erase the
information that was previously posted there, Instend that
information remains present in Facehook's intemnal Tecards,
so thet it can be restored by reactivation of an aceount, or

obtained through a court order, ?

Over the past few yenrs, 15 socinl networking sites have
become inereasingly ubiquitous, courts across the cauntry
have adopted a varicty of appronches to discovery of
socinl media accounts (see gemerally Rick E. Kubler
and Holly A, Miller, “Recent Developmenis in Discovery
of Social Medin Conlent,” ABA Seclion of Litigation,
Insurance Coverage Litigetion Commitice CLE Scminar,
available at hitp//www.americanbar.org/content/dam/aba/
adminjstrative/litigation/materials/2015_insele materials/

wrilten_materials/24. 1 rccent o developements_in_discovery_of soci

(accessed Sept. 28, 2015)), It is clear that “discovery of
social netwarking information is a developing body of
Jurisprudence” (Mallory Allen & Anron Qrheim, Ger Outra
My Facefbook]: The Discoverability of Soclal Networking
Dnta and the Passwords Needed to Access Them, 8 Wash YL
Tech & Axis 137, 152 [2012)).

The caselaw that has emerged in thisstate in the last few years
regarding discovery of information posted on personal soctal
networking sites holds that a defendant will be permitted to
seck discavery of the nanpublic information 2 plaintiff posted
on socinl medis, if] and only if} the defendant can first uricarih
some ilem from the plointiff's publicly available social media
postings that tends to conflict with or contradict the plaintiffs
claims, Bven if that hurdle is pnssed, then the frin! court must
conduct an in camera review of the materials posted by the
plaintiff {o ensure that the defendant is provided only with
relevant materials.

The first New York State appellate case considering 8
demand for the conterts of a plaintifls Faccbook account
was issued by the Fourth Department in 2010, affirming the
denial of the defendant's molion for such an anthorization
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(McCaint v Harlgysvitle Jus. Co. of New York, 78 AD3d
1524 {41h Dept 2010)), In refecting the defendant's nsscrifon
that the information was relevant to whether the Plintiff
had sustained a serious injury in the accident, the Fourth
Department observed that the demnnd was essentiolly “a
fishing expedition” inta the plaintiffs Facebook sceount in
the hope of finding relevant evidence (i, at 1525). Itis worth
noting that the demand in MeCam was for the entire contents
of the plaintiff's Foceboole account; the defendant made no
effort to tailer the demand to Emit it to relevant, discoverahle
materials contained there,

The Fourth Depariment cloborated on the point in Kregg
v Maldonado (98 AD3d 1289 [4th Dept 2012]). In Kregg,
upon leaming that femily members of the injured parly
had established Facebook and MySpace accounts for him
and had posted material on his behalf in connection with
hose aceounts, the defendants requested the disclosuce of
the contents of those and any other social media acconnts
maintained by or on beholf of the injured party. The Court
cxplained that the request was made without “a factual
predicate with respect to the refevaney of the evidence” (id,
at 1290, quoting McCamy at 1525; Crazytown Furniture v
Brooklyn Union Gas Co., 150 AD2d 420, 421 [2d Dept
19893), observing that “there [was) no contention that the
information in the socinl media accounts contradict[ed)
phintiffs claims for the diminution of *5 (he injured
party’s enjoyment of life” (Kragg at 1290), The prerequisite
of a “factutal predicate” contradicting the plaintiff's claims,
Imposed in MeCannt and Kregg, has been incorporated into
the decislons that foliowed on discovery of materinl pasted
on soclol media,

In Tapp v New York State Urban Den, Corp, (102 AD3d
620 [1st Dept 20131, supra), this Court concluded that
merely having a Faccbaok accownt does mot establish a
factual predicate for discovery of private material posted to
a Facebook page. Tapp used the Kregg concept of requiring
a “factunl predicate” before allowing a defendant to obtain
discovery of information the plaintiffposted on social media:
“defendants must establisha factual predicate for theirrequest
by identifying relevant information in plaintiff's Facebook
nccount —~ that js, information that contradicts or canflicts
with plaintiff's alleged restrictions, disebilities, and losses,
and other claims™ (id. quoling Patierson v Turner Counstr.
Co., 88 AD3d 617, 618 [1Ist Dept 2011}, supra, Kregz, 98
AD3d 2t 1290). Indeed, in Tapp, this Court explicitly refected
the defendant's rationale that “plainiiff's Foccbook postings
may reveal daily activities that contradiot or conflit with'

plaintiff's claim of disability,” asserting thet the argument
amounted to & “fishing expedition™ (2, ot 621, citing MeCamy
ot 1525),

Even whers some factual predicate for the disclosure of
informntion posted on sacial medls is esteblished, this Court
has required that an jn cemera reviow be performed so that
ihe defondant. is not made privy to non-relevant content. This
procedure was fmposed in Patterson v Turner Constr, and
the recent case of Spearin v Linmar, L.P, (129 AD3d 528
[1st Dept 2015}, supra). In Parterson, where the dofendant
requested an authorization for all of the plaintiff's Facebook
records afier the ineident, the motion court condueled an
in camera review and determined that at least some of the
informalion contained there would “result in the disclosure
of relevant evidence” or was “reasonably enleulnted to lead
to the discovery of information bearing on the claims,” and
cansequently ordered the plaintiff to provide the requested
authorizalion, This Court rermanded the matter back to the
motion court for a moro specific detenmination, explnining
that “it is possible that not all Facebook communications
are related to the evenls that gave rise to plointifl’s cause of
action” (88 AD2d at 618),

In Spearin, the plaintiffs public profile picture from his
Faccbaok account, uplonded after his aceident, depicied the
phintiff sitting in front oF n piane, which tended to contradicl
his testimony that, as o result of the claimed accident ke
could longer pley the piano (id, at 528), Even so, this Court
modified an order that required the plaintiff to provide an
authorization foraccess to his Facchook accaunt; we required,
instead, on in camera review of the plaintifls post-tecident
Facebook postings for identification of information relevant
to the plaintiff's alleged injucies (/4,). The Second Depariment
ruled sitmilarly in Riclhards v Heriz Corp., (100 AD3d 728,
730 [2nd Dept 2012]), where the plaintiff claimed she conld
no longer ski, yet after the aceident a picture was uploaded
depicting heron skis, This Fretual predicate was held to entitle
the defendent #ot to an outherization for all of the material
posted to Faccbook by the plaintiff; but to an in camers
tevicw of those items and a determination of which anes were
relevant to the claims (id)).

The procedure created by these cases, by which a defendant
may ebiain discovery of nonpublic information posted an
a social media source in a plaintif’s canirof only if that
defendant has first found nan item tending to contradict the
plaintiff's claims, at which fime the trial court must conduct
an in eamera review of all the flems contained in that sacial
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media soures, imposes p substantial — and Lhnccessary -
burden on trial courts, As one Suffolk County justice has
observed, “[Iln camemn inspection in disclosure matlers is
the exception rather than the nule, and there is no basis 10
believe that plaintiff's counsel cannot honestly and accurately
perform ie review function” {Melissa “G* v Narthy Babylon
Unfon Free Sch. Dist., 48 Misc 3d 389, 393 [Sup Ct, Suffolk
County 2015)),

Morcover, os the numbers of people who muintain socjal
networking site accounts ncrease over time, there will be
8 commensurate increase in the burden an the triel courts
handling personn] injury litigalion fo conduct in camera
reviews of litigants® sociul media postings, Our tgal courls
are already overburdened; we should think twice about
unnecessatily adding to thefr workload,

Morcover, the extra burden js clearly unneeessary sinee the
procedure we are currently *6 employing stands in marked
conlmst o the stondard discovery procedure in clvil litigation
generally,

All discovery fssues in this siate are contralicd by CRLR
3101(a), which provides that “ItThere shall be full disclosure
of all matter material and necessary in the prosecution or
defense of an action” The teom “material and fecessary™
hes long been interprefed fikerally in New York, "lo
require disclosure, upan request, of any facts bearing on the
controversy which will assjst preperation far toal” (4ifen
v Cromwell-Colifer Publ, Co, 21 NY2d 403, 406 [1968];
Anonymous v High School Jor Envil. Studies, 32 AD3d
353 [Ist Dept 2006]). As the Court of Appeals hes more
recently put It, “New York has long favored epen and far-
reachiog prefrial discavery” (DiMichel v South Buffalo Ry,
Co., 80NY2d 184, 193 [1992), cert denied sub siom Paole v
Consolidated Rail Corp,, 510 US 816 [1993]).

It is true that the faw dees not allow “fishing cxpeditions,”
that is, the use of 2 disclosure demand based solely on
“hypothetical speculations™ (Manley v New York Chty Hons,
Auth,, 190 AD2d 600, 601 [1st Dept 1993] fintemal quotztion
morks omitted)), “merely to see what beneficial tings might
be inndvertently discovered from the other side” (see Patrick
M. Connors, Prastice Commentaries, MeKinney's Cons Laws
of NY, Book 7B, CPLR 3101, C3101:8). However, tint docs
notmean thatthere isa preliminary requirement that the parly
seeking discovery must be able to prove that the othier side ias
inils possession an item orjtems answering to the description
inthediscovery demand, Rather, the “materinl and necessary”

standard only requires a rensoned basis for asserting that the
requested category ofitems “bear(s] on the controversy™ (see
id.), ora showing that it is likely ta produce relevant evidence
{Anne M, Payno and Arlene Zalayet, Modem New York
Discovery [2d ed 200412015 Supp § 22.55.60 at 245).

OF course, the statute creates cxceplions for privileged
matter, attorney's work product, and materials prepaced in
anticipation of litigation (see CPLR 3101{b], fc), [d2));
but, beyond such statutory protections, “if nothing unusual
can be shawn to invoke the court’s profective order powers
under CPLR 3103(a), as with o shiowing that the disclosure
dovices are being used for harassment or dclay, the pary is
entitled to the disclosure” (Connors, Practico Commentarics,
at C3101:8), Finally, a demand may not be overbroad; jt
must seck only materials relovant to the issues raised in the
litigation, and if it fails to distinguish between relevant and
irrelevant ftems, o proteclive order pursuant to CPLR 3103(a)
may be issued,

In accordance with the foregoing, generally, in o personal
injury action, a defendant mzy serve ona plaintiffa notice 1o
produee tangible documents or other items in the plaintifPs
possession or contral, deseribing the type of content that is
relevant to the claimed event and Injurles. Assuming that the
demand is sufficiently taflored to the issues, and unless g
claim of privilege is made, normally the plointiff must then
search through those jtems 1o locate any items that mect the
demand, and provide those iterns, There is not usunlly a need
for the trial court to sift through the cantents of the plaintiff's
filing cobinets to determine which documents ara refevant {o
the issues raised in the litigation,

One federal magistate judge provided a togent onalysis of
why the rule our courts have adopted reparding discovery
from sacial media accounts should be changed, and a
traditional approach used insteqd:

“Some contts have held thet ihe private seetion of &
Faccbook accountis only discoverable jf thoparty secking the
information can make a threshold evidentiary showing that
the plaintiff's public Facehok profile contains informalion
that undermines the plaintiff's claims, This approach ean lend
to results that are both tao broad and tog narow. On the gne
hand, a plaintiffshould not be required to tum over the private
section of his or her Faccbagk profile (which may or may
not contain relevant information) merely because the public
section undermines the Plaintifl's claims, On the other hand,
a plaintiff should e required to review the Zrivaie section
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and produce any refevant information, regardiess of what
s reflected it the public section, *7 The Federal Rules of
Civil Procedure do nol require a party to prove the existence
of relevant material befare requesting it. Furthermore, this
approzch impraperly shields from discovery the information
of Faccbook wsers wha do not share any informatinn publicly.
Far all of the foregoing rezsons, the Coust will conduct 2
traditional relevance analysis" femphasis added],

(Giacchetta vPaitchogue-Medford Uhion FreeSch, Dist,, 293
FRD 112,114n ] [ED NY 2013] {interna eftations omitted]).

There s no reason why the traditional discovery process
cannot be used equally well where a defendant wanis
disclosure of information in digital form ond under (e
plaintifl's conteol, posted on a social networking site, The
demand, Iike any valid discovery demand, would hove to
be Himited to reasonobly defined categories of items that ore
televant to the fssucs roiged, Upoen receipt ofan approprielely
flailored demand, a plaintifrs obllgation would be no different
than if the demand concerned hard copics of documents
in filing eabinets, A sesrch would be conducted through
those documents for responsive relevant documents, and,
barring legitimate privifege issues, such responsive relovant
documents wauld be tumned over; and if they could not be
accessed, an authorization for them would be provided.

There is no particular difficulty in applying our tradifional
approach to discovery requests for information posted on
social networking siles, Ifa Plaintiff claims {o be physically
unable to engape in activittes due to the defendant's alleped
negligence, posted information, including photographs and
the varjous forms of communications (such s statug updates
and messages) that establish or ilfustrate the plaintifrs former
or current activities or abilities witl be discoverable, If 2
plaintiffs claims ore for emotionsl or psychological injury,
it may be more difficult to frame o discovery demand, but it
can certninly be dons withant resorting ta a blanket demand
for everything posted fo the account (see e.g. Glaccletto,
293 FRD at 112; Equal Empl, Opportunity Comnu, v Simply
Storage Mgt., LLC, 270 FRD 430 [SD Ind 2010)).

Using the approach T suggest would also obviate the noed
for the awkward and questionable procedure adopted by the
motion court in this matter with regard to posted messages;
the order on appeal allawed defendant access to only the
number of characlers per message and the time cach wag
sent an plaintiff’s Facehool page, but not the content. If
the traditional approach to discovery were applied to posted

messages, they could be treated exactly as any other letter,
natice or document,

OF course, categotizing posted material oy "private” does
not constitute a legitimate basis for proteeting it from
discovery. There can be no reasontable expectation of privacy
in communications that have reached thelrintended recipicnts
(see United States v Lifshitz, 369 Fad 173, 150 [2d cir
2004; see generally Romano v Steelcase Inc., 30 Mise 3d
426, 432434 [Sup Ct Suffolk County 2010}, A< long as the
jtem is relevant and Tesponsive to an appropriate discovery
demand, it is discoverable. To ihe extent disclosure of
contenls of a sacial media account could reveal embarrassing
information, “that is the incvitable result of alleging these
sorts ofinjuries” (Bqual Enipl, Opportunity Commn, vSimply
Storage, 270 FRD 2t 437),

Norshould it motier that the aceount was “deaclivated,” since
apperently a deactivated Accauntmay easily be “reactivated,”
thexeby giving the subscriber access to the previously
posted material (sce generally bitp:ffwww.facebook.com/
belp [aceessed Tuly 21, 2015]), An authorization for the sjte
itsclf to provide posted content would be necessary only
if previously posted materials became inaccessible to the
subscriber,

The majority sugpests that the doctrine of stare decisis
precludes vs from alterinfy our previous riings, However,
in my view this sg-called “well-setiled body of case faw
is not so long-cstablished that jt §s deserving of immutabls
stare decisis treatment. “[Tihe relevane factors In deciding
whether to adhere to the principle of stare decls!s Include the
antiquity of the precedent, the relfance intesests at stake, and
of course whether the decision was well reasoned™ {Montejo
v Louisiana, 556 US 778, 792-193 [2009]). Not only are the
precedents under consideration here only a few years old,
but they concemn social networking practices that are stiil in
the process of developing, Under these circumstances, {he
refationship of social medin and the *8 law aught ta be
flexible, open to discussian and re-examination, rather than
bound by our initial views regarding the optimal procedure
to be used,

In addition to relying on stare decisis, the majority concludes
that there is no need to “alter the existing Icgal framework.”
Little is said about how the existing decisions have unfairly
created a rule of judicinl protectionism for the digital
messages and images created by socfal networking site users,
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in conteast to hiow discovery of tangible dacuments is freated
under the CPLR,

In this context — the arca where litigation and social media
converge — it is important to keep in mind that in recent
years social media profiles have become virtual windows
into subscribers' lives, The breadth of infermation posted
by many pecple on & daily basis creates ongoing portrayals
of thase individuals' lives that are sometimes so detailed
that they can rival the defense litigation tool referred to as
a “day in the lfe” sorvoillance video. And, just as “doy
in the life” videos are » staple of {ort practice (sze Ken
Strutin, The Use of Saclal Media in Sentencing Advecacy;
Teclnology Today, NYLJ, Sept, 28, 2010 at 5, col 1), ihe
contenls of a selffmade porimit of a plaintiff's day-to-day
life may contain information appropriate for discovery in
personal injury litigation.

Facebook and other similar soclal nelworking sites are so
popular that it will soon be uncorameon to find a personal

Footnotlas

injury plaintiff wito does not muaintein such an on-line
presence. We should keep that in mind when unnecessarily
crealing new discovery pracedures for then, especially when

. thase procedures are unduly burdensome on our trial courts,

THIS CONSTITUTES THE DECISION AND ORDER

QF THE SUPREME COURT, APPELLATE DIVISION,
FIRST DEPARTMENT.

ENTERED: DECEMBER 17, 2015

CLERK

FOOTNOTES

Copr. {C) 2016, Secretary of Slate, Stale of New Yotk

1 The fact that plaintiff deaclivated her Facabook account Is not a basls to conclude that ralevant Infermation Is contalned
thereln. In any event, In tha malion papers below, defendant’s counse! eancedad that he conducted a seareh of plainflifs
public Facebook profile before she daaclivaled it and found nothing but an old plelure af her.

i ltis also possible for an account lo be parmanently deletad, an oplion not relevant to his discussion, but which cauld,
in cerfaln elrcumataneas, lead to & spolialion clalm {see Gatlo v Unifed Air Lines, Inc., 2013 US Dist LEXIS 41869, 2013

WL 1285286 [P NJ Mareh 25, 2019]

Entd of Documant

@ 2016 Thomsan Rewlers, No clalm 1o prglnal U.S. Govamment Worka,
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1

The Association of the Bar of the City of New York Committee on Professional Ethics

Formal Opinion 2012-2:
JURY RESEARCH AND SOCIAL MEDIA

TOPIC: Jury Research and Social Media

DIGEST: Attorneys may use social media websites for juror research as long as no communication accurs between the
lawyer and the juror as a result of the research. Attorneys may not research jurors if the resull of the research is that the
juror will receive a communication. If an attorney unknowingly or inadvertently causes a communication with a juror,
such conduct may run afoul of the Rules of Professional Conduct, The attorney must not use deception to gain access
to a juror’s website or to obtain information, and third parties working for the benefit of or on behalf of an attorney
must comport with all the same restrictions as the attorney. Should a lawyer learn of juror misconduct through
otherwise permissible research of a juror’s social media activities, the lawyer must reveal the improper conduct to the
court.

RULES: 3.5(a)(4); 3.5(2)(5); 3.5(d); 8.4

Question: What ethical restrictions, if any, apply to an attorney’s use of social media websites to research potential or
sitting jurors?

OPINION
I. Introduction

Ex parte attorney communication with prospective jurors and members of a sitting jury has long been prohibited by
state rules of professional conduct (see American Bar Association Formal Opinion 319 (“*ABA 319™)), and attorneys
have long sought ways to gather information about potential jurors during voir dire (and perhaps during trial) within
these proscribed bounds. However, as the internet and social media have changed the ways in which we all
communicate, conducting juror rescarch while complying with the rule prohibiting juror communication has become
more complicated,

In addition, the internct appears to have increased the opportunity for juror misconduet, and attorneys are responding
by researching not only members of the venire but sitting jurors as well. Juror misconduct over the internet is
problematic and has even led to mistrials. Jurars have begun to use social media services as a platform to communicate
about a trial, during the trial (see WS/ Law Blog (March 12, 2012}, http://blogs.wsi.com/law/2012/03/12/jury-filos.
the-temptation-of-twitter/), and jurors also turn to the internet to conduct their own out of court research. For
example, the Vermont Supreme Court recently overturned a child sexual assault conviction because a juror conducted
his own research on the cultural significance of the alleged crime in Somali Bantu culture. State v. Abdi, No. 2012-
255, 2012 WL 231555 (Vt, Jan. 26, 2012), In a case in Arkansas, a murder conviction was overturned because a juror
tweeted during the trial, and in a Maryland corruption trial in 2009, jurors used Facebook to discuss their views of the
case before deliberations. (Jiror's Tweets Upend Trials, Wall Street Journal, March 2, 2012.) Courts have responded in
various ways to this problem. Some judges have held jurors in contempt or declared mistrials (see id.) and other courts
now include jury insteuctions on juror use of the internet. {See New York Pattern Jury Instructions, Section I11,
infra.)However, 79% of judges who responded to a Federal Judicial Center survey admitted that “they had no way of
knowing whether jurors had violated a social-media ban.” (Juror's Tweets, supra.} In this context, attorneys have also
taken it upon themselves to monitor jurors throughout a trial,

Just as the internet and social media appear to facilitate juror misconduct, the same tools have expanded an attorney's
ability to conduct research on potential and sitting jurors, and clients now often expect that attorneys will conduct such
research. Indeed, standards of competence and diligence may require doing everything reasonably possible to learn
about the jurors who will sit in judgment on a case. However, social media services and websites can blur the line
between independent, private research and interactive, interpersonal “communication,” Currently, there are no clear
rules for conscientious attorneys to follow in order to both diligently represent their clients and to abide by applicable
ethical obligations. This opinion applies the New York Rules of Professional Conduct (the “Rules™), specificaily Rule
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3.3, to juror rescarch in the internet context, and particularly to research using social networking services and
[ P ]
websites.~

The Commiitce believes that the principal interpretive issue is what constitutes a “communication” under Rule 3.5, We
conclude that if a juror were to (1) receive a “friend” request (or similar invitation to share information on a social
network site) as a result of an attorney’s research, or (ii) otherwise to leam of the altorney’s viewing or attempted
viewing of the juror's pages, posts, or comments, that would constitute a prohibited communication if the attorney was
aware that her actions would canse the juror to receive such message or notification, We further conclude that the same
attempls to research the juror might constitute a prohibited communication even if inadvertent or unintended, In
addition, the atiorney must not uge deception—such as pretending to be someone else—to gain access to information
about a juror that would otherwise be unavailable. Third parties working for the benefit of or on behalf of an attorney
must comport with these same restrictions (as it is always unethical pursuant to Rule 8.4 for an altorney to attempt fo
avoid the Rule by having a non-lawyer do what she cannot), Finally, if a lawyer learns of juror misconduct through a
juror’s social media activities, the lawyer must promptly reveal the improper conduct to the court.

1. Analysis Of Ethical Issues Relevant To Juror Research

A. Prior Authority Regardin g An Attorney’s Ability To Conduct Juror Research Over Social Networking
‘Websites

Missouri case, a juror failed to disclose her prior litigation history in response to a voir dire question. After a verdict
was rendered, plaintiff’s counsel investigated the juror’s civil litigation history using Missouri’s automated case record
service and found that the juror had failed to disclosure that she was previously a defendent in several debt collection

cases and a personal injury aétion,2 Although the conrt upheld plaintifi’s request for a ne frial based on juror
nondisclosure, the court noted that “in light of advances in technology allowing greater access to information that can
inform a trial court zbout the past litigation history of venire members, it is appropriate to place a greater burden on
the prrtics to bring such matiers to the court's allcation at an carlicr stage.” Joluson v. McCullough, 306 8.W.3d 551,
958-59 (Mo. 2010). The court also stated that “litigants should endeavor to prevent retrials by completing an early
investigation.” J4 at 559,

Similarly, the Superior Court of New Jersey recently held that a trial Jjudge “acted unreasonably” by preventing
plaintiff’s counsel from using the internet to research potential jurors during voir dire, During jury selection in a
medical malpractice case, plaintiff's counsel began using a laptop computer to obtain information on prospective
jurors. Defense counsel objected, and the trial judge held that plaintiff’s attorney could not use her laptop during jury
selection because she gave no notice of her jntent to conduct internet research during seleetion. Although the Superior
Court found that the trial court’s ruling was not prejudicial, the Superior Court stated that "there was no suggestion
that counsel’s use of the computer was in any way disruptive, That he had the foresight to bring his laptop computer to
court, and defense connsel did not, simply cannot serve as 2 basis for judicial intervention in the name of *foirness’ or
maintaining ‘a level playing field.’ The ‘playing field’ was, in fact, already ‘level’ because internet access was open to
both counsel.” Carino v. Mitenzen, A-5491-08T1, 2010 N.J. Super. Unpub. LEXTS 2154, at *27 (N.J, Sup, Ct, App.

Div. Aug. 30, 2010).3

Other recent ethics apinions have also generally discussed attorney research in the social media context. For example,
San Diego County Bar Legal Ethics Opinion 2011-2 ("SDCBA 201 1-2") examined whether an attorney can send a
“friend request” to a represented party, SBCBA 2011-2 found that because an attorney must make a deeision to
“friend” a party, even if the “friend request [is] nominally generated by Facebook and not the attorney, [the request] is
at least an indirect communication” and is therefore prolibited by the rule against ey parte communications with

represented parties.2 In addition, the New York State Bar Association ("NYSBA™) found that obtaining information
from an adverse party’s social networking personal webpage, which is accessible tg all website users, “is similar to
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obtaining information that is available in publicly accessible online or print media, or through o subseription research
serviee as Niexi or Factiva and that js plainly permitted,” (NYSBA. Opinion 843 at 2) (emphasis added).

And mast recently, the New York County Lawyers® Association (“NYCLA™) published a formal opinion on the cthics
of conducting juror research using social media. NYCLA Formal Opinion 743 (*NYCLA 743" examined whether a
lawyer may conduct juror research during voir dire and trial using Twitter, Facebook and other similar social
networking sites. NYCLA. 743 found that it is “proper and ethical under Rule 3.5 for a lawyer to undertake a pretrial
search of a prospective juror’s social networking site, provided there is no contact or communication with the
prospective juror and the lawyer does not seck to *friend’ Jurors, subscribe to their Twitter accounts, send Jurors tweets
or otherwise contact them, During the evidentiary or deliberation phases of a trial, a lawyer may visit the publicly
available Twitter, Facebook or other social nebworking site of a juror but must not *friend’ the juror, email, send
tweets or otherwise communicate in any way with the juror or act in any way by which the juror becomes aware of the
monitoring.” (NYCLA 743 at 4.) The opinion further noted the importance of reporting to the court any juror
miseonduct uncovered by such research and found that an attorney must notify the court of any impropriety “before
taking any further significant action in the case,” J4, NYCLA concluded that attorneys cannot use knowledge of juror

misconduct to their advantage but rather must notify the court,

As set forth below, we larpely agree with our colleagues at NYCLA, However, despite the guidance of the opinions
discussed above, the question at the core of applying Rule 3.5 to social medin—what constitutes a communication—has
not been specifically addressed, and the Committee therefore analyzes this question below.

B. An Attorney May Conduct Juror Research Using Social Media Services And Websites But Cannot Engage In
Communication With A Juror .
1. Disenssion of Features of Various Potential Research Websites

selection as well as to monitor jurors throughout the trial, Whether research conducted through a particular serv
constitute a prohibited communication under the Rules may depend in part on, among other things, the technology,
privacy settings and mechanics of each service.

The use of search engines for research is already ubiquitous, As social media services have grown in popularity, they
have becorne additional sources to reserrch potential jurors, As we diseuss below, the central question an attorney must
answer before engaging in jury rescarch on a particular site or using a particular service is whether her actions il
cause the juror to learn of the research. However, the functionality, policies and features of socjal media services
change often, and any description of a particular website may well become obsolete quickly. Rather than attempt to
catalog all existing social media services and their ever-changing offerings, polieies and limitations, the Committee

adopls a functional definition.3

‘We understand “social media™ to be services or websites people join voluntarily in order to interact, communicate, or
stay in touch with a group of users, sometimes called a “network.” Most such services allow vsers to create personal
profiles, and some allow wsers to post pictures and messages about their daily lives, Professional networking sites have
also become popular, The amount of information that users can view about each other depends on the particular serviee
and also each user’s chosen privacy settings, The information the service communicates or makes available to visitors
as well as members glso varies, Indeed, some services may automatically notify a user when her profile has been
viewed, while others provide notification only if another user initiates an interaction, Because of the differences from
service to service and the high rate of change, the Committee belicves that it is an attorney’s duty fo research and
understand the properties of the service or website she wishes fo use for jury research in order to aveid inadvertent
communications,

2. What Constitutes a “Communication™?

Any research conducted by an attorney into a Jjuror or member of the venire's background or behavior is poverned in
part by Rule 3.5(a)(4), which states; “a lawyer shall not. . . (4) communicate or cause another to communicate with a
member of the jury venire from which the jury will be selected for the trial of a case or, during the trial of a case, with
any member of the jury unless authorized to do so by law or court order.” The Rule does not contain a mens rea
requirement; by its literal terms, it prohibits alf communication, even if inadvertent. Because of this, the application of

hllp:ffswm.nycbar.orgewcs!nUﬂcs-optmms-loealmznplmtmfmm-rorma!-opldon-zmz-oz B




11292016 New York Cly Bar Assoclalion - Formal Opinlon 2012-2- Jury Research and Soclal Media

Rule 3.5(a)(4), to Juror research conducted over the infernet via sacial media services is poteatially more complicated
than triditional juror communication issues. Even though the attorney’s purpose may not be to communicate with a
Juror, but simply te gather information, sacial media serviees are often designed for the very purpose of
communication, and automatic features or user settings may cause a “communication” to oceur even if the attorney
does intend not for one to happen or know that one may happen, This raises several ethical questions: Is every visit to a
Juror's social media website considered a communication? Should the jntent to research, not to communicate, be the
controlling factor? What are the consequences of an inadvertent or unintended communications? The Committee begins
its analysis by considering the meaning of “communicate” and “communication,” which are not defined either in the

Rule or the Americon Bar Association Madel Rult:s.ﬁ

Black’s Law Dictionary (9th Bd.) defines “eommunication” as: *1, The expression or exchange of information by
speech, writing, gestures, or conduet; the process of bringing an idea to another's perception. 2. The information so
expressed or exchanged.” The Oxford English Dictionary defines “communicate” as: “To impart (information,
knowledge, or the like) (to 2 persor; also formerly with); to impart the knowledge or idea of (something), to inform a
person of; to convey, express; to give an impression of, put across.” Similarly, Local Rule 26.3 of the United States
District Caurts for the Southern and Eastern Districts of New York defines “communication” (for the purposes of
discovery requests) as: “the transmittal of information (in the form of facts, ideas, inquiries or atherwise).”

Under the above definitions, whether the communicatar intends to “impart” a message or knowledge is seemingly
irrelevant; the focus is on the effect on the receiver, It is the “transmission of,” “"exchange of” or “process of bringing”
information or ideas from: one person to anather that defines a communication, In the realm of social media, this focus
on the transmission of information or knowledge Is critical. A request or notification transmitted through a social
media service may constitute a communication even if it i technically generated by the service rather than the attorney,
is not accepted, is ignored, or consists of nothing more than an automated message of which the “sender” was unaware,
In each case, at 4 minimum, the researcher imparted to the person being researched the knowledge that he or she is
being investipated.

3. An Attorney May Research A Juror Through Social Media Websites As Long As No Communication Oceurs

The Committee concludes that attorneys may use search engines and social media services to research potential and
sitting jurors without violating the Raules, as long as no communication with the Juror occurs. The Committee notes that
Rule 3.5(a)(4) does not impose a requirement that a commuaication be wiliful or made with knowledge to be
prohibited. In the social media context, due to the nature of the services, unintentional communications with a mengber
of the jury venire or the jury pose a particular risk, For example, if an attorney views a juror’s social media page and
the juror receives an automated message from the social media service that a potential contact has viewed her profile—
even if the attorney has not requested the sending of that message or is entirely unaware of it—the attorney has
arguably “ecommunicated” with the juror. The transmisston of the information that the attorney viewed the juror’s page

" is 2 communication that may be attributabie to the lawyer, and even such minimal contact raises the speeter of the
improper influence and/or intimidation that the Rules are intended to prevent. Furthermore, attomeys cannot evade the
ethiies rules and avoid improper influence simply by having a non-attorney with a name unrecoguizable to the juror
initiate communication, as such action will run afoul of Rule 8.4 as discussed in Section IH{C), infra.

Although the text of Rule 3.5(a)(4) would appear to make any “communication”—even one made inadvertently or
unknowingly—a violation, the Committec takes no position on whether such an inadvertent communication would in
fact be a violation of the Rules, Rather, the Committes believes it is incumbent upon the attorney to understand the
functionality of any social media service she intends to use for juror research, If an attorney cannot ascertain the
functionality of a website, the altorney must proceed with great caution in conducting research on that particular site,
and should keep in mind the possibility that even an aceidental, automated notice to the juror could be considered a
violation of Rule 3.5,

Mare specifically, and based on the Committes's current understanding of relevant services, search engine websites
may be used freely for juror research because there are no interactive functions that could allow jurors to learn of the
attorney’s research or actions, However, other setvices may be more difficult to navigate depending on their
functionality and each vser’s particular privacy settings. Therefore, attorneys may be able to do some research on
certain sites but canriot use all aspeets of the sites’ social functionality. An attorney may not, for example, send a chat,
message or ‘'friend request” to a member of the jury or venire, or take any other action that will transmeit information
to the juror because, if the potential juror learns that the altorney seeks access to her personal information then she has
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réceived a communication, Similarly, an attorney may read any publicly-available postings of the juror but must not
sign up to receive new postings as they are generated, Finally, research using services that may, even unbeknownst to
the attorney, generate a message or aflow a person to determine that their webpage has been visited may pose an ethical
risk even if the attorney did not intend or know that such a “communication” would be generated by the website,

The Committec also emphasizes that the above applications of Rule 3.5 are meant a5 examples only. The technology,
usage and privacy settings of various services will likely change, potentially dramatically, over time. The settings and
policies may also be partially under the control of the person being rescarched, and may not be apparent, or even
capable of being ascertained, In order to comply with the Rules, an attorney must therefore be aware of how the
relevant social media serviee works, and of the limitations of her knowledge, It is the duty of the attorney to
understand the functionality and privacy sefiings of any service she wishes to utilize for rescarch, and to be nware of
any changes in the platforms’ settings or policies to ensure that no communication is received by a juror or venire
member.

C. An Attorncy May Not Engage in Deception or Misrepresentation In Researching Jurers On Saclal Media
Websites

Rule 8.4(c), which governs all attormey conduct, prohibits deception and misrepresentation.L In the jury research
context, this rule prohibits attorneys from, for instance, misrepresenting their identity during online communications in
order to access otherwise unavailable information, including misrepresenting the attorney’s associations or membership
in a network or group in order to access a Juror’s information. Thus, for example, an attorney may not claim to be an
alumnus of 4 school that she did not attend in order to view o Jjuror’s personal webpape that is accessible only to
members of a certain alumni network,

Furthermore, #n attormey may not use a third party to do what she could not otherwise do. Rule 8.4(2) prohibits an
attorney from violating any Rule “through the acts of another.” Using a third party to communicate with a juror is
deception and violates Rule 8.4(c), as well as Rule 8.4(a), even if the third party provides the potential juror only with
truthful information, The attorney violates both rules whether she instructs the third party to communicate via a social
netwark or whether the third party takes it upon herself to communicate with & member of the jury or venire for the
attorney’s benefit, On this issue, the Philadelphia Bar Association Professionel Guidance Committes Opinion 2009.02
("PBA. 2009-02*) concluded that if an attorney uses a third party to “friend” a witness in order to access information,
she is guilty of deception because “[this action] omits a highly material fact, namely, that the third party who asks to be
allowed access fo the witness’ pages is doing so only because she is infent on obtaining information and sharing it with
a lawyer for use in a Jawsuit.” (PBA 2009-02 at 3.) New York City Bar Association Formal Opinion 2010-2 similarly
held that a lawyer may not gain access to a social networking website under false pretenses, either directly or through
an agent, and NYCLA 743 also noted that Rule 8.4 governs juror research and an attorney therefore cannot use
deception to gain access ta a network or direct anyone else to “friend” an adverse party, GVYCLA 743 at 2,) We agree
with these conclusions; attorneys may nor shift their conduct or assignments to non-attorneys in order to evade the
Rules,

D. The Impact On Jury Service Of Attorney Use Of Social Mediz Websites For Researeh

Although the Committee concludes that attorneys may conduct jury research using social media websites as long as no
“‘communication” occurs, the Committee notes the polential impact of jury research on potential jurors’ perception of
Jury service, It is conceivable that even jurors who understand that many of their social netwarking posts and pages are
public may be discouraged from jury service by the knowledge that attorneys and judges can nnd will conduct active
research on them or learn of their online—albeit public—social lives, The policy considerations implicit in this
possibility should inform our understanding of the applicable Rules,

In general, attorneys should only view information that potential jurors intend to be—and make—public, Viewing a
public posting, for example, is similar to searching newspapers for Ietters er columns written by potential jurors
because in both cases the author intends the writing to be for public consumption, The petential juror is aware that her
information and images are available for public consumption. The Committes notes that some potential jurars may be
unsophisticated in terms of setting their privacy modes or other website functionnlity, or may atherwise misunderstand
when information they post is publicly available, However, in the Commitiee’s view, neither Rule 3.5 nor Rule 8.4(c)
prohibit attorneys from viewing public information that a juror might be unaware is publicly available, except in the
rare instance where it is clear that the juror intended the information to be private, Just as the attorney must monitor
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technological updates and understand websites that she uses for research, the Commiltee believes that jurors have a
responsibility to take adequate precautions to protect any information they intend to be private.

E. Conducting On-Going Research During Trial

Rule 3.5 applies equally with respect to a jury venire and empanelfed juries, Research permitted as to potential jurors is
permitted as to sitting jurors. Although there is, in light of the discussion in Section I, fufia, great benefit that can be
derived from detecting instances when jurars are not following a court’s instructions for behavior while empanelled,
researching jurors mid-trial is not without risk. For instance, while an inadvertent communication with a venire
member may result in an embarrassing revelation to a court and a disqualified panelist, & communication with a juror
during trial can cause a mistrial, The Committee therefore re-emphasizes that it is the attorney’s duty to understand the
functionality of any social media service she chooses to utilize and to act with the utmost caution,

1L, An Attorney Must Reveal Improper Juror Conduct to the Court

Rule 3.5(d) provides: “a lawyer shall reveal promptly to the court improper conduct by a member of the venire or a
Juror, or by another toward a raember of the venire or a juror or & member of her family of which the lawyer has
knowledge.” Although the Committee concludes that an attomey may conduet jury research on social media websites a5
long as “communication” is avoided, if an attomey learns of jurar misconduct through such research, she st

promptly8 notify the court, Attorneys must use their best judgment and good faith in determining whether a juror has
acted improperly; the attorney cannot consider whether the jutor®s improper conduct benefits the attorney.2

On this issue, the Committee notes that New York Pattern Jury Instructions (“PII'"} now include suggested jury charges
that expressly prohibit juror use of the internet to discuss or research the case, PJI 1:11 Discussion with Others -
Independent Research states: “please do not discuss this case either among yourselves or with anyone else during the
course of the trial. . , . It is imporiant to remember that you may not use any internet service, such as Google,
Facebook, Twitter or any others to individually or collectively research topics concerning the trial . . . For now, be
careful to remember these rules whenever you use a computer or other personal electronic device during the time you
are serving as juror but you are not in the courtroom.” Moreover, PIT 1:10 states, in part, “in addition, please do not
attempt to view the scene by using computer programs such as Goggle Earth. Viewing the scene either in person or
through a computer program would be unfair to the parties , . . . New York criminal courts also instruct Jjurors that
they may not converse among themselves or with anyone else upon any subject connected with the teial, NY Crim, Pro.
§270.40 (MoKinney’s 2002),

The law requires jurors to comply with the judge’s charge‘—(l and courts are increasingly called upon to determine
whether jurors’ social media postings require a new trial, See, e.g.,Smead v. CL Financial Corp., No. 06CC11633,
2010 WL 6562541 (Cal. Super. Ct. Sept. 15, 2010) (holding that juror’s posts regarding length of trial were not
prejudicial and denying motion for new trial), However, determining whether a juror’s conduct is misconduct may be
difficult in the realm of sociaf media. Although a post or tweet on the subject of the trial, even if unanswered, can be
considered 2 “eonversation,” it may not always be obvious whether a particular post is “connected with” the trizl,

Moreover, a juror may be permitted to post a comment “about the fuct [of] service on jury duty."-u-

IV. Past-Trial

In contrast to Rule 3.4(a}(4), Rule 3.5(a)(5) allows attorneys to communicate with a jurer after discharge of the jury,
After the jury is discharged, attorneys may contact jurors and communicate, including through social medin, unless “(j)
the communication is prohibited by law or court order; (ii) the juror has made known to the Iawyer a desire not to
communicate; (iii) the communication involves misrepresentation, coercion, duress or harassment; or (iv) the
communication is an atterapt to influence the juros's actions in future jury service.” Rule 3.5(a)(5). For instance,
NYSBA Opinion 246 found that “lawyers may communicate with jurors concerning the verdict and case,” (NYSBA
246 (interpreting former BEC 7-28; DR 7-108(D).) The Committee concludes that this rule should also permit
communication via social media services after the jury is discharged, but the attorney must, of course, comply with all
cthical obligations in any communication with a juror after the discharge of the jury. However, the Committee notes
that “it [is] unethical for a lawyer to harass, entice, or induce or exert influence on a juror® to obtain information or
her testimony to support & motion for a new trial, (ABA 319.)

V. Conclusion
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The Committee concludes that an altorney may resenrch potential or sitting jurors using social media services or
websites, provided that a communication with the juror does not occur, “Communication,” in this context, should be
understood broadly, and includes not only sending a specific messape, but also any notification to the person being
researched that they have been the subject of an attorney’s research efforts, Even if the attorney does not intend for or
know that a communication will oceur, the resulting inadvertent communication may stiil violate the Rule, In arder to
apply this rule to social media websites, attorneys must be mindful of the fact that a communieation is ffie process of
bringing an idea, information or knowledge to another's perception—includin g the fact that they have been
researched.In the context of researching jurors using social media services, an attomey must understand and analyze the
relevant technology, privacy settings and policies of each socfal media service used for Jury research, The altorney
must also avoid engaging in deception or misrepresentation in conducting such research, and may not use third partics
to do that which the lawyer cannot. Finally, although attorneys may communicate with jurors after discharge of the
Jury in the cireumstances outlined in the Rules, the attorney must be sure to comply with all ather ethical Tules in
making any such communication,

1. Rule 3,5(a)(4) states: “a lawyer shall not . . ., (4) communicate or cause another to communicate with 2 member of
the jury venire from which the jury will be selected for the trial of a case or, during the trial of a case, with any
member of the jury unless authorized to do so by law or court order,”

2. Missouri Rule of Professional Conduct 3.5 states: “A lawyer shall nat: (a) seek to influence a Jjudge, juror,
prospective juror, or other official by means prohibited by law; (b) communicate ex parte with such a person during
the procceding unless authorized to do o by law or court order,”

3. The Committee also notes that the United States Attorney for the District of Maryland recently requested that a court
prohibit attorneys for all parties in a criminal case from conducting juror research using social media, arguing that “if
the parties were permitted to conduet additional research on the prospective jurors by using socisl media or any other
outside sources prior to the in court voir dire, the Court’s supervisory confrol over the jury selection process would, as
a practical maiter, be obliterated,” (Aug. 30, 2011 letter from R. Rosenstein to Hon. Richard Bennet.) The Committee
is unable to determine the court's ruling from the public file,

4, California Rule of Profession Conduct 2-100 states, in part: “(A) While representing a clent, 21 member shall not
communicate directly or indirectly about the subject of the representation with a party the member knows to be
represented by anather lawyer in the matter, unless the member has the consent of the other lawyer,”

5. As of the date of this writing, May 2012, three of the most common social media services are Facebook, LinkedIn
and Twitter,

6. Although the New York City Bar Association Formal Opinion 2010-2 (*NYCBA 2010-2") and SDCBA. 2011-2
(both addressing social media “communication® in the context of the “No Contact” rule) were helpful precedent for the
Committee’s analysis, the Committee {s unaware of any opinion setting forth a definition of “communicate” as that
term is used in Rule 4.2 or any other ethics rule.

7. Rule 8.4 prohibits “conduct involving dishonesty, fraud, deceit or mistepresentation,” and also states “a lawyer or
law firm shall not: (a) violate or attempt to violate the Rules of Professional Conduct, knowingly assist or induce
another to do so, or do so through the acts or apgther.* (Rule 8.4(c),(a).)

8. New York City Bar Association Formal Opingion 2012-1 defined “promptly” to mean “as soon as reasonably
possible.”

9. Although the Committee is not opining on the obligations of jurers (which is beyond the Committee’s purview), the
Committee does note that if a juror contacts an attorney, the attorney must promptly notify the court under Rule
3.5(d).
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* 10, People v.,Clarke, 168 A.D.2d 686 (2d Dep’t 1990) (holding that jurors must comply with the jury charge).

11. US'v. Fumo, 639 F. Supp. 2d 544, 555 (B.D. Pa. 2009) aff'd, 655 F.3d 288 (3d Cir. 2011) (“[The juror’s]
comments on Twitter, Facebook, and her personal web page were innocuous, providing no indication about the {rial of
which he was a part, much less her thoughts on that trial, Her statements about the fact of her service on jury duty were
not prohibited. Moreover, as this Court noted, her Twitter and Facebook postings were nothing more than harmless
ramblings having no prejudicial effect. They were so vague as to be virtually meaningless, [Juror] raised no specific
facts dealing with the trial, and nothing in these comments indicated any disposition toward anyone involved in the
suit,”) {internal citations omitted),
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